STRONGKEY TELLARO SB2

Yubico YubiKey 5C NFC User's Guide for
Windows 11

Version 30

COPYRIGHT & NOTICES

Copyright 2001-2026 StrongAuth, Inc. (d/b/a StrongKey), 21060 Homestead Rd Suite 222 Cupertino CA 95014,
U.S.A. All rights reserved.

StrongAuth, Inc. has intellectual property rights relating to technology embodied in the product that is
described in this document. In particular, and without limitation, these intellectual property rights may include
one or more U.S. patents or pending patent applications in the U.S. and in other countries. U.S. Government
Rights—Commercial software. Government users are subject to the StrongAuth, Inc. standard license
agreement and applicable provisions of the Federal Acquisition Regulations and its supplements. This
distribution may include materials developed by third parties. StrongAuth, StrongKey, StrongKey Lite,
StrongKey CryptoCabinet, StrongKey CryptoEngine, StrongKey FIDO Server, StrongKey Tellaro, StrongKey
Tellaro Small Business Security Bundle (SB2), the StrongAuth logo, the StrongKey logo, the StrongKey Lite logo,
the StrongKey CryptoCabinet logo and the StrongKey CryptoEngine logo are trademarks or registered
trademarks of StrongAuth, Inc. or its subsidiaries in the U.S. and other countries.

Products covered by and information contained in this publication are controlled by U.S. Export Control laws
and may be subject to the export or import laws in other countries. Nuclear, missile, chemical or biological
weapons or nuclear maritime end uses or end users, whether direct or indirect, are strictly prohibited. Export or
reexport to countries subject to U.S. embargo or to entities identified on U.S. export exclusion lists, including,
but not limited to, the denied persons and specially designated nationals lists is strictly prohibited.

DOCUMENTATION IS PROVIDED “AS IS” AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND
WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE OR NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE
HELD TO BE LEGALLY INVALID.

SB2-HowTo-SB2PROD-yubico-5c-nfc-user-guide-windowsl11-v30.odt, July 2, 2026, P 1




- THE YUBIKEY 5C NFC AND THE SB2 PLATFORM

This guide will help you set up your Yubico YubiKey 5C NFC by installing the
necessary software and drivers. It also covers how to configure your PC to access
the StrongKey Production SB2 cluster ("SB2PROD").

The SB2PROD platform allows you to:
- Securely share information with StrongKey using the SKCC app.
- Download Tellaro software releases via the SKCD app.
- Access new secure services as StrongKey expands its customer support
tools.

The StrongKey Support Team

- PREREQUISITES

* Windows 11

* Microsoft (MS) Edge Browser, version 128.0.3351.7
* YubiKey 5C NFC

* Internet connection

* USB-C port or USB-C-to-USB-A adapter
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SECTION A

INSTALLING THE YUBICO AUTHENTICATOR APPLICATION

The Yubico Authenticator application is necessary to use the Yubico YubiKey 5C
NFC Security Key.

- DOWNLOAD YUBICO AUTHENTICATOR APPLICATION

Download the Yubico Authenticator for 64-bit systems from
https://www.yubico.com/products/yubico-authenticator/#h-download-yubico-
authenticator. Click Download now.

yubico  abowat  Products  Enterprise  Resowsces  Solutices Q m m b

Yubico Authenticator
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- WINDOWS YUBICO AUTHENTICATOR APPLICATION

Select Download for Windows directly here (64-bit). Click it to start download.

Download Yubice Authenticator

Yulbco Authentlcator for Deskiop Yublco Authenticator for Mobile
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OPENING THE YUBICO AUTHENTICATOR APPLICATION

After clicking the download link, MS Edge will display a pop-up confirming the
Authenticator application file has been successfully downloaded and ready for
installation. Click the open file link.
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NO POP-UP WINDOW? NO PROBLEM

If the pop-up does not appear, or is inadvertently closed, access the downloaded
file by clicking the 3-dot menu on the right side of the MS Edge tool bar.

Yubico Authenticator

Yubico Authenticator for Mobile

Use the Yubico Authenticabar for &ndroed and 108, including secure tap-and.go
authenticatian for MFC-enabiled mobile devices
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CLICK DOWNLOADS

From the drop-down menu, select Downloads.
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YUBICO AUTHENTICATOR SETUP WIZARD

A Setup Wizard window will appear, Click Next.

YUbICO  About Produces  interprise  Ressurces  Sokutions ) m m b=}
Download Yubico Authenticator

Yubico Authenticator for Desktop - S © r for Mabile

Vinlcoma 13 the Yubios Authanticstnr s droid and 505, inchading secure lap-and-go
A mabile devices.

Usia 1ha Yuliiee: Autharicator for Deskics o i Win
COmpuLers Lo generabe OATH credentals 6n your Tubikeys.

Linux

* Dernioad b x directly here Py}

Mac

* Rovnioad from machs Appatong @ ]
S
= Dovnioad for Mac directly b — =

YUBICO AUTHENTICATOR TERMS & CONDITIONS

Accept the terms of the end-user license agreement, then click Next.
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SELECT DESTINATION FOLDER

Use the default Destination Folder and Click Next.

Stronger hardware-backed Security
=

S0 YL Cradentias on a hardware key is salier
than storing them on a mabila phone, Your cradental
stays safe In the secune slement of the Yubiey ang
cannot be extracted.
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READY TO INSTALL

Click Install.

yubico sbost Poducts  Enterprise  Resources  Solutions
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T
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e, Lisnw, i 5
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PERMISSION TO MAKE CHANGES

The next pop-up message will ask permission to allow the application to make

changes on your computer. Click YES.
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FINISH THE INSTALL

yubico About  Products

Entorprise

To complete the installation of the Yubico Authenticator application, click Finish.
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SECTION B

INSTALLING THE YUBIKEY MINIDRIVER FOR WINDOWS

This software is essential for enabling the use of a Yubico YubiKey 5C NFC Security
Key on your computer. Before beginning the installation process, please review
the process and ensure your computer meets all prerequisites.

- DOWNLOAD THE YUBIKEY MINIDRIVER

Download the YubiKey minidriver 64 bit file at:
https://www.yubico.com/support/download/smart-card-drivers-tools/.

5 10 s the native Windows intertace for certificate anelment, managing th Yubikey smart Card PIN
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OPENING THE YUBIKEY MINIDRIVER FILE

After clicking the download link, Edge browser will display a pop-up confirming
the Minidriver file has been successfully downloaded and ready for installation.
Click the Open file link.
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NO POP-UP WINDOW?

If the pop-up does not appear, or is inadvertently closed, access the downloaded
file by clicking the 3-dot menu on the right side of the MS Edge tool bar.
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Download Hash

HAZEE-Hash

SHA256-Hash

$HAZSE Hash
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CLICK DOWNLOADS

From the drop-down menu, select Downloads. Next, click the Open file link
under the YubiKey-Minidriver-5.0.4.273-x64.msi file (see step B3).
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INSTALLING THE YUBIKEY MINIDRIVER

A Setup Wizard pop-up will open - Click Next.
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for End-ofdfe oroduce. -
YubiKey Smart Card Minidg

The Yibikey Smart Card Minidriver enalbibes users and adms
and smairt card authentication an Wirdows,

Wilcoma tor the Yutdkey Smart Card
Minidriver x64 Setup Wizand

el ment, managireg the Fubiey smart Card FIN,
[ ————

4 o gt b bt Gl 2 Ll

s

Download imiload Hazh
eSf-Hash
Liky-ini griver 3.0, |- nfid lex ZiGrrizh
ik bini criver 5.0,4.273 - 556 Insialles @n_m riash
fuibitetdin criver 5.0.4.273 - CAE [564,_armb, x55 Dec 22, 2025 SHAZSEHah

SB2-HowTo-SB2PROD-yubico-5c-nfc-user-guide-windows11-v30.odt, July 2, 2026, P 12



CONTINUE INSTALLING THE YUBIKEY MINIDRIVER

On the next pop-up window - Click Install.

yubico  abour Progucts  Enterprise  Rescarces  Solutions

Jar Eng-of-Life Broducs.

- :
. . s

YubiKey Smart Card Mini =
Tha YuaiKey Smart Card Minkdriver enables users and adm nrollmant, managing the YubiKey smart Card PIN,
and smart card authentication an \Windaes, Fertat e gl gl g il o

Download wamnlaad Hash

1A256-Fiash
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PERMISSION TO MAKE CHANGES

The next pop-up message will ask permission to allow the application to make
changes on your computer. Click YES.

FINISH THE INSTALL

To complete the installation of the YubiKey Minidriver, click Finish.

yubico Absut Products  Enterprise  Rescurces  Solutions
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SECTIONC

IMPORTING SB2 ROOT CA & SB2 SUBORDINATE CA
CERTIFICATES INTO THE TRUST STORE

When using Security Keys with digital certificates for authentication to an SB2
site, the SB2 Root Certificate Authority (CA) certificate of the site is a critical

component in establishing trust between your browser and the site. It ensures
the digital certificate on your Security Key was issued by that SB2 site and is

currently valid.

- ACCESS THE SB2PKI PAGE

All required CA certificates are available for download from the SB2 PKI page at
https.//www.strongkey.com/sb2pki.
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SB2 CA CERTIFICATES

Next, download the three SB2 Production CA certificates from the left side of the
page.

Download the certificates starting with the Root CA.
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DOWNLOADING THE SB2 ROOT CA

First, click the Download Root CA button. The download will begin automatically,
and you'll see a dialog box confirming the file name once the process is complete.

REPEAT this process for the Sub CA 1and Sub CA 2 certificates.
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How To Configure CA Certificates
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NAVIGATE TO THE WINDOWS START ICON

After clicking the Windows Start icon, search for Manage user certificates to find
the settings application for overseeing and configuring security certificates,
including importing. Next, select the Manage user certificates application.

The Manage user certificates application is also known
as certmgr (short for Certificate Manager). In this document, these
terms are used interchangeably.
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OPEN TRUSTED ROOT CERTIFICATION AUTHORITIES
FOLDER

To begin, expand the certmgr window by clicking and dragging the borders to a
larger size. This will provide a better view of the digital certificates.

Next, click the down arrow next to the Trusted Root Certification Authorities folder
to expand it, revealing the Certificates folder.

' =

R ceimar - [Cartificates - Cument User\Trusted Root Cenification Authorlthes|
File Adion View Help
o AmO0 G Hm

) Certificates - Current User [ Obgect Type
» | Personal
=] Trusted Certification Autharities

ot
Erterprize Trust

1 interrnediate Certification Authorities
» [ Active Direciory User Object

| Trusted Publishers
| Urtrusted Centificates

o 1 Thind-Party oot Certification Autharities i k4
» ] Trusted Peaple

» ] Chient Authentication lssuers
| Other People
Local NonRemovable Certificates
.| Centificate Enroliment Requests
v [ Smart Card Trusted Roots

Certificates

Trusted Root Certification Authenties store contains 52 certificates.

INITIATE THE SB2 ROOT CERTIFICATE IMPORT

Right-click the Certificates folder to open the context menu.

Select All Tasks, and click Import to start the Certificate Import Wizard.

& certmgr - [Certificates - Current User\Trusted Root Cartification Authorities\Cartificates] = u] b4

File Action  View Help
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v Bl Active _..Cr_'pyrlght Ic) 1997 Microsoft Corp. Copyright (¢} 1297 Microsoft Corp. 12/30,1999 Time St
D Truster Refrash :&gl(eﬂ Assured ID Root CA [hgiCert Assured 1D Root CA 11/5/2031 Clignt A
1 Unkrus Bt sk g DigiCert C5 RSALI06 Root G5 DhgiCert C5 RASAL096 Root G5 11472046 Code Si
4 Third- fties Lg! DigiCert Global Root CA DigiCent Global Root CA 1142031 Cliwnt &
1 Trustes Help ) DigiCert Global Root G2 DigiCest Global Root G2 11572038 Client &
1 Client Authentication lssuers [l DigiCert Global Root G3 DigiCent Global Root 63 1/15/2038 Client 4
| Cither Peaple ! DigiCert High Assurance EV Roa.  DigiCert High Assurance EV Root CA 11/8/2031 Client &
] Local MonRemovable Certificates ¢ DigiCert TLS RSA4096 Root G5 DigiCeet TLS REASD96 Root G5 11147048 Clignt &
Certificate Envollment Reguests C DigiCert Trusted Root G4 1Dy it Trusted Rool Gé 17152038 Cliend &
| Smart Card Trusted Roots L gl Entrust Root Certification Autho_  Entrust Root Certification Authorit  12/7/2030 Client &
ol Entrustet Certification Authort.  Entrustnet Cartification Authority (. T/24/2020 Client &

Add a cenificate to a store
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CERTIFICATE IMPORT WIZARD

The Certificate Import Wizard will open. Click Next to proceed.

&= Centificate Import Wizard

Welcome to the Certificate Import Wizard

Thes wizard Pels wou' copy Cermcates, Certficane Tust ke, And Cerfcane revnoamen ke
From your disk i & certificate siope,

A certficate, which is ssued by a certficaion authorty, & a confirmation of your identty and
contains information usad to protect dath of 1o estabish secure netwark connections. A
cenficate siore |5 the system area where cenficates are kept.

Swre Locason

Curment User

acal Machine

Tos coanvtining, chck Nest.

LOCATE THE SB2 ROOT CA CERTIFICATE

Click the Browse button to locate the SB2 Root CA certificate file.

& & Cenificate import Wizard

File to Impaort
Specify the file you want to import.

File name:

Note: More than one certficate can be stored in a single file in the fallowing formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryplographic Message Syntax Standard- PKCS #7 Certificates (.P78)

Microsoft Serialized Certificate Store (.55T)

MNext Cancel
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OPEN THE SB2 ROOT CA CERTIFICATE

select it and click Open.

To find the SB2 Root CA Certificate, go to the SB2ProdRootCA. crt file's location,
which is typically the Downloads folder. Once the SB2ProdRootCA.crt is located,

"i i
+ 3 Downloads
Organize = Hew falder
vl Orebrive - Personal Mama
Yesterday
. Deskiop * ol SBrodiubordinateC AL (flrt
v i 2 o) SEIProdS DGR rabeCAT [hirt
D 5
—a SBProdRootCA | 10wt
B Doasments * .
-l shdemosubeal (Tlent
Lt #
B Fictures 5§ shademosubeat (1ien
O Music * 3l sh2demosnatea (1)ert
B videos * Earier this week

Secunty Cartificate

Security Certificat

S e

File nas 58 2ProdRootCA (10t

» X309 Cartificabe [* o8 L1 oo
Com D

VERIFY THE SB2 ROOT CA CERTIFICATE IS SELECTED

Verify the file being imported is the SB2ProdRootCA then click Next.

& &¥ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

Microsoft Serialized Certificate Store (.SST)

C:\Users\Cypher\Downloads\SB2ProdRootCA (10).crt

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
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SELECT CERTIFICATE STORE

Ensure the Certificate Store field indicates the digital certificate will be added to
the Trusted Root Certification Authorities store before clicking Next to continue.

€ L* Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

") Automatically select the certificate store based on the type of certificate
O Place all certificates in the following store
Certificate store:
Trusted Root Certification Authorities

e

FINISH IMPORTING THE SB2 ROOT CA CERTIFICATE

Review the certificate store name, certificate details, and file name in the next
dialog box, then click Finish to complete the import process.

€ &* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

You have specified the following settings:

Certifcate Store Selected by User _ Trusted Root Certification Authorities
Content Certificate

File Name: C:\Users\Cypher\Downloads\SB2ProdRootCA (10).crt
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- SECURITY THUMBPRINT

A security warning will be displayed regarding the Root CA Certificate. Make sure
the name of the certificate and the Thumbprint (shal) shown in the warning
window match the content shown here:

SB2 RootCA
6DCFFF6D D5B73DF9 26511DB6 9D0B4914 F1649542

If it matches identically, click Yes.

If the Thumbprint of the CA certificate does not match, contact the
Administrator of the SB2 site. This step represents the most
important step in establishing trust in the SB2 platform.

Security Warning

You are about to install a certificate from a certification authority (CA)
claiming to represent:

SB2 RootCA

Windows cannot validate that the certificate is actually from "SB2
RootCA". You should confirm its origin by contacting "SB2 RootCA".
The following number will assist you in this process:

Thumbprint (sha1). 6DCFFFED D5B73DF9 26511086 9D0B4914
F1649542

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click “Yes" you acknowledge this
risk.

>

A SUCCESSFUL IMPORT

Once the SB2 Root CA Certificate is imported successfully, a confirmation
message will appear. Click OK to continue.
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VERIFY SB2 ROOT CA IN CERTIFICATES LIST

If you scroll down the list of CA certificates on the right-hand side of this window's
panel, you will see the SB2 RootCA certificate in the list.
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VERIFY SB2 ROOT CA: PART 1

By double-clicking the SB2 Root CA certificate - or right-clicking the mouse
button and selecting Open, you should see the following window. Click the
Certification Path.

.
al Certificat

General  Details

“ Certificate Information

This certificate is intended for the following purpose(s):

 All issuance policies
+ Al application policies

Issued to: SB2 RootCA

Issued by: SB2 RootCA

Valid from 11/19/2025 to 11/19/2035

Issuer Statement
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- VERIFY SB2 ROOT CA: PART 2

In the Certification Path tab of the SB2 Root CA certificate, you should be able to
confirm these two important attributes of the certificate:
* That the certificate symbol in the Certification Path sub-panel at the top
does not have any yellow warning symbol associated with it, and
* The Certificate status sub-panel at the bottom should state that “This
certificate is OK.”

| Certificate

General Details Certfication Path

Cer
(| G4l sB2 Rootca

Ensure this icon, adjacent to
the certificate name,
represents a valid
certificate.

Certificate status:
IThis certificate is OK.

oK

- ADDING A FRIENDLY NAME: PART 1

Friendly names make identifying RootCAs easier in the certificates list. Follow
these steps to create a Friendly name for the SB2 Root CA:

a) Choose the Details tab.

b) Click Edit Properties.

| Certificate
General Detals Certification Path

Show: <All> v

Feld Value
[ subject US, StrongAuth Inc, 1, S82 Roo...
| Public key ECC (521 Bis)
|_|Publc key parameters ECDSA_PS21
| [ Authority Key Identhier KeylD=42b57a47176371062d...
131 Subject Key Identiher 42b57a47176371062de4e60d...
i, |Basic Constraints Subject Type=CA, Path Length ...
i | ey Usage Certficate Signing, Off-ine CRL ...
| Thumbprint 6dcf6ddSb73dR265118b69d...

Edi Properties... Copy to File...

oK
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ADDING A FRIENDLY NAME: PART 2

c) Add name in Friendly name field.
d) Click Apply then click OK to finish.

ertificate Properties

General (Cross-Certificates OCSP  Extended Validation

Friendly name:
Description:

SB2 PROD

Certificate purposes

1O Enable all purposes for this certificate
() Disable all purposes for this certificate
) Enable only the folowing purposes

Mote: You may only edk certificate purposes that are alowed by
the certicaton path.

Server Authentication
Clent Authentication ]
Code Signing

Secure Email

Time Stamping

Microsoft Trust List Signing

Microsoft Time Stamping

Add Purpose..

are

VERIFY THE FRIENDLY NAME

display SB2 PROD.

Close the Certificate information window. The Friendly name field should now
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- INTERMEDIATE CERTIFICATION AUTHORITIES FOLDER

Just as you imported the SB2PROD Root CA certificate, you will now import the
two SB2PROD Subordinate CA (aka SubCA) certificates. The SubCA certificates
play a vital role in establishing the “certificate chain of trust" between the digital
certificate on your Security Key and the SB2 site.

Return to the certmgr application. Next, click the arrow next to the Intermediate
Certification Authorities folder to expand it, revealing the Certificates folder.

File Acion View Help

e 20 dE T

W Contificates - Cursent User Cibpect Type
Personsl Certificate Beocation List
Tusted Root Certification Authesities Cartlficates
Eniespeisa Trusi 7

~ Ity e Crtication Authornies

Coriilica iy Revecation Lict
Certificates

sciree Direciony User Cibject

_ Fusted Publiken

Urarusted Cervhicater

Third- Party Root Certification At honbies

Trusted People

Thent Authenticstion lsuers

Othar Peaple

Leseal PRl Cortificstes
Certificate Enrollment Recueits
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Irnernediate Certificaton Authoeries sione coris ng 20 cerbates

INITIATING THE SB2 SUBORDINATE CA CERTIFICATE
IMPORT

To begin, right-click the Certificates folder to open the context menu. From there,
select All Tasks, and then click Import to start the Certificate Import Wizard.

[ certmgr - [Ceriificatees - Cunent User\inbermedinte Cedilication Authceities] a S
File  Amian  View Hap
% nmo az Hm

o Cortificaten - Curmant User Oibject Type
Persoeal
4 Traited Roct Cartibcation Authontss
| Entesprise Tnast
L Intarmedete Corbbcation Authomtsd

] ion List
| Cortifs

Triied Py
1 Untrusted

Thiedl-Pant Help ties

Trusted Peope

Clent Asthemtication bsers

Onher Prople

Local MorRemavabbke Certilicates

2 Cortificate Revocation Lirt
| Cartificabes

Cotificate Erwolirent Risquests

Smart Card Trusbed Roots

Nkl carti s b2 & SO

SB2-HowTo-SB2PROD-yubico-5c-nfc-user-guide-windowsl11-v30.odt, July 2, 2026, P 25



CERTIFICATE IMPORT WIZARD

The Certificate Import Wizard will open. Click Next to proceed.

& £* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation lists
from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity and
contains information used to protect data or to establish secure network connections. A
certificate store is the system area where certficates are kept.

Store Location
Current User

Local Machine

To continue, click Nest.

LOCATE THE SUBORDINATE SB2 CA1CERTIFICATE

Click the "Browse" button to navigate to and select the Subordinate CA certificate
file.

€ £ Certificate Import Wizard

File to Import
Specify the file you want to import.

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (.SST)

Next Cancel

SB2-HowTo-SB2PROD-yubico-5c-nfc-user-guide-windowsl11-v30.odt, July 2, 2026, P 26



OPEN THE SUBORDINATE SB2PROD CA 1 CERTIFICATE

To find the SB2ProdSubordinateCAl.crt certificate file, go to the file's location,
which is typically the Downloads folder. Once the SB2ProdSubordinateCAl.crt file
is located, select it and click Open.

&
T s ) Downloads - O Search Download A
Organize = Wi folder =« O n
P Galery Last week

o SEFrodiubandinateCAd e 5/
& Orelrive - Personsl

o SEZPradsubordinateCAler EA22026 424 P Seourity Coetificate
Cl SB2¥rodRoatta, (10}t BP127302% 348 P

& Desiiop ’ Eol shddemasubeal (1hart 1

4 Downlosds » o s2demasubenl (Thert L

& Documents * 5 shdemarocha {That 5122028 3 T

A P * - Chif-SB2r- Boyer-SEATLECA 1 farkde

Fils nasmae | S8 2ProdSu bordinabeCAT [Blert

CERTIFICATE VERIFICATION

Verify the correct SB2 Subordinate CA Certificate file has been selected. The name
of the file will automatically populate the File Name field upon selection. Click
Next to continue.

€ &* Certificate Import Wizard

File to Import.
Specify the file you want to import.

File name:

ChUsers\Cypher\Downloads\SB2ProdSubordinateCAlert Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Seriakzed Certificate Store (.S5T)
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SELECTING CERTIFICATE STORE

Choose “Place all certificates in the following store” and ensure the certificate is
added to the Intermediate Certification Authorities certificate store. Click Next to
continue.

& &* Cenificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

) Automatically select the certificate store based on the type of certificate

1O Place al certificates in the folowing store
Certificate store:
Intermediate Certification Authorities Browse...

FINISH IMPORTING THE CERTIFICATE

Review the certificate store name, certificate details, and file name in the next
dialog box, then click Finish to complete the import process.

€ & Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you chck Finish.

You have specified the following settings:
Certificate Store Selected by User  intermediate Certificate Autharities
Content Certificate
File Name chus

Alert,
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A SUCCESSFUL IMPORT

Once the SB2 Subordinate CA 1 certificate is imported successfully, a confirmation
message will appear. Click OK to continue.

VERIFY SB2 SUBORDINATE CA1IS IN CERTIFICATES LISTS

Once the SB2 Subordinate CA 1 certificate is successfully imported, it will appear
in the Intermediate Certification Authorities list.

L]

Fle  Adion View Help

= 2m 0 &G Em

G Certbicates - Cument User ived To Tesued By Expirstion Bute  Intended Burposis  Friandly Hama

. 5 Microsoft TLS G2RSA CA OCSP 10 Microsoft TLS RSA Root G2 a0 Serves uthentication < Nanes
- Trrsted Root Cerification Authorities

Cortificates Rt BTN Rat 1 Dt Glotal fant 62 A Sorver uthantication < Peanes
Erbaprion Tt Lol Micrnsafa TP Root Certificate . Microsedt TPM Root Cortificate Aut. 12102009 <Al Manes
v [ inoarrmanlivts it cation Auificeities 4! Microsoft Update Secure Server . Micrasodt Root Certificate Authonit. 67212027 Server huthentication  <Nomes
i o ik f Microacht Update Secure Semves . Micronoft Raot Certificate Author. 121,200 Server futhentication  <Nanes
& - Cbirosoh Windoms Code Ssgnn. Miresoft Root Crrtficase Autherit.  §2H20I5 <l <Hangs
Aetivn Diractaey Uisar Object L3 Microackt Windows, Hardwere C. - Micronoft Roct Autherity 123200 Code Signing. Wind.  <Nanes
wtal Pabiihan Q Rt Agpancy 125312008 =Ml N>
Antrusted Citificates B3 RnaiCh /iR <l <M

Thisd-Party Rest Cartification Authostiss = oYL SB2 RoalCh 203 <Al 582 DEMD

1 Tritect Paaple L) 582 SubesrekmatuCh B2 RoalCA 22005 Ml 583 DEMD

Cilens dsthensication suers ()52 Subordmateld B2 Rooih LT <l 582 11

Onher Foogde [5J55Loam EV Code Sigring eterm_ S5Leom EV Aoot Contification Auth_ 32202034 Cee Signing «Mosres
Local MorRemavatie Gertficrtm [ZSTM-KEVID FBITDAODTMATIED  Micresatt TPM Rool Certifieate Aut.  S7/2000 VISLANINZNIE . <Nanes
Certficate Ervnl mant Reguests Cal mwswwerisigrucomyCPS Incorply . Clas. 3 Public Primary Cortification . 1072472016 Sorver Auiheniicatio_  <Norws

Senart Card Trusbed Rosts

VERIFY SB2 SUBORDINATE CA1-PART1

By double-clicking the SB2 Subordinate CA certificate - or right-clicking the
mouse button and selecting Open, you should see the following window. Click
the Certification Path tab.

|
& Certificate X
e e G

R Certificate Information

This certificate is intended for the following purpose(s):
* All application policies

Issued to: S82 SubordinateCA

Issued by: SB2 RootCA

Valid from 11/19/2025 to 11/19/2035

oK
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- VERIFY SB2 SUBORDINATE CA1-PART 2

In the Certification Path tab of the SB2 Subordinate CA certificate, you should be
able to confirm these two important attributes of the certificate:

* That the certificate symbols of the two certificates chained together n the
Certification Path sub-panel at the top, do not have any yellow warning
symbols associated with them, and

* The Certificate status sub-panel at the bottom should state that “This
certificate is OK."

s Certificate X

General Details Certfication Path

Certificate status:

This certificate is OK.

oK
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ADDING A FRIENDLY NAME: PART 1

Friendly names make identifying SubordinateCAs easier in the certificates list.
Follow these steps to create a Friendly name for the SB2 Subordinate CA 1

a) Choose the Details tab.

b) Click Edit Properties.

& Certificate X

General Detais  Cartification Path

Show:  <All> ~

Freld Value

[ Jversion V3

| Serial number 7685ee642dc4b221ccIadesfl..
| Signature algorithm sha2S6ECDSA

| Signature hash aigorithm sha256

| Issuer US, StrongAuth Inc, 1, SB2 Roo.
| Valid from Wednesday, November 19, 20...
| Valid to Monday, November 19, 2035 4...
| |subject US, StrongAuth Inc, 1,1, B2 S...

i S e

oK

ADDING A FRIENDLY NAME: PART 2

c) Add name in Friendly name field.
d) Click Apply then click OK to finish.

Certificate Properties ? X
General (ross-Certificates OCSP  Extended Validation

Friendly name:
Description:

Certificate purposes

© Enable all purposes for this certificate
) Disable all purposes for this certificate
£ Enable only the following purposes

Note: You may only edt certificate purposes that are allowed by
the certification path.

Server Authentication

Client Authentication 1
Code Signing

Secure Email

Time Stamping

Microsoft Trust List Signing

Microsoft Time Stamping

Add Purpose...
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VERIFY THE FRIENDLY NAME

Close the Certificate information window. The Friendly name field should now
display SB2 PROD.
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IMPORT THE SB2 SUBORDINATE CA 2 CERTIFICATE

Import the SB2 Sub CA 2 certificate by repeating steps C22 - C36 Remember to
verify the Sub CA 2 certificate is selected during the process.

RESTART THE COMPUTER

It is important to follow these exact steps to restart your computer:
a) Save all open work and close all active applications to prevent data loss.
b) Leave your Security Key (issued by the SB2 site) plugged into the USB port;
c) Restart your computer.
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VERIFY YOUR PERSONAL CERTIFICATE - PART 1

Follow these steps to open a Personal Certificate:
a) Open certmgr and navigate to the Personal folder.
b) Click the arrow next to the folder to expand it and reveal the Certificates
subfolder.
c) Select an SB2 Subordinate CA certificate.
d) Double-click the certificate to open it.
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! Smart Card Trusted Roots

‘ersonal sbare contans 9 certificates.

VERIFY YOUR PERSONAL CERTIFICATE - PART 2

Verify that a certificate icon appears next to the Certificate Information heading,
then click the Certification Path tab.

& Certificate
General  Detais{ Certiication Path

-] Certificate Information

This certificate is intended for the following purpose(s):
+ Proves your identity to a remote computer

Issuedto: CIf Boyer
Issued by: SB2 SubordinateCA

Valid from 9/5/2025 te 9/5/2030

T You have a private key that corresponds to this certificate.

Issuer Statement

oK
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- VERIFY YOUR PERSONAL CERTIFICATE - PART 3

Verify that a chain-of-trust has been established, ending with your named
certificate. Confirm that the Certificate status displays: The Certificate is OK.

@ | Certificate
General Detils Certification Path

Certification path
[l 582 PROD
5l 582 PROD
{5 Clifton Boyer

Certificate status:

This certificate is OK.

oK
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- ACCESSING SB2PROD INVITATION LINK

This section will review the steps of accessing the invitation link you received to
register a FIDO credential with your YubiKey 5C NFC Security Key with the
SB2PROD site.

You must have the YubiKey 5C NFC Security Key - with Security Key PIN and the
SB2PROD Invitation URL that was sent to you for the FIDO registration process.

PLUG IN THE YUBIKEY 5C NFC SECURITY KEY

Plug the Security Key into the USB-C port (or the USB-C to USB-A adapter)
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- IDENTIFYING THE USB-C PORT

Locate the USB-C port—typically found along the edge of the computer, it features
a compact design with smooth, rounded corners that set it apart from traditional

USB-A ports.

The image below shows both a USB-C port and its matching male connector.

- NO USB-C PORT? NO PROBLEM.

With the USB-A to USB-C adapter provided by the Administrator of your SB2 site,
simply plug the USB-A end into the computer and insert the Security Key into the

USB-C port.

The provided USB adapter pictured below.
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OPEN THE EDGE BROWSER

Open the Edge browser.

Q edgd

&« 0 Apps  Docsments  Web  Setiings  Foders  Photos B

Best match

Ie Microsaft Edge

Folders

Windows-Edge-SB2TLSCA

¢

Micraseft Edge

P Mirors Edge B Fun as adminicr
B3 Open fiatocation
8 oeence
3 unpin trom task
B cteviing e 2 Priotn
Documents 15+

582 HowTo-Receive-Edge-1 {1hodt
582-HowTo-Receive-Edge-2 1h.odt
SB2-HowTo-Receive-Edge-3 11.odt

= 582 How-To_Change_FIN_Yubikey_Edge v..
How to Create Groups Win1 Edge odt

search the wab 10+

QU edge - Soe mone seerch resubs

W cogerin James

FIND THE EDGE BROWSER DROP DOWN MENU

Click the three-dot icon in the upper-right corner. Then, select New InPrivate
window from the drop-down menu. Always use Edge InPrivate mode to access

the SB2PROD platform URL https://sb2.strongkey.com.

O Goranrg 3 vesdecina i, [ Ohnan B e vesaaT. 5 epaw 8 ADCASes-0p. [ o 1Lnkedn by W wesas Hrestcmeonte. S oy,

[T s
Wl woes 4 A
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https://www.yubico.com/support/download/smart-card-drivers-tools/

SB2PROD PLATFORM URL

In the InPrivate browser address bar, enter the provided SB2PROD Platform
invitation link. You will receive the link in an email from a member of the
StrongKey Team.

The SB2 registration invite URL is long so it will be advantageous to
use the “cut and paste” options. Here is an example of what the URL
will look like:

https://sb2.strongkey.com/sb2/register?
hash=3d500dec79f6ec257ebddcc56hj78fflf2d31d557d4c7bf5654

SELECT THE CERTIFICATE

A pop-up window will display the available certificates. The name in the prompt
should match your name, as created by the Administrator of the SB2 PROD site.
Select the presented certificate and click OK to proceed.

You will only see a certificate prompt if the SB2 Root CA and SB2
Subordinate CA certificates were imported correctly on your
computer. If you do NOT see a certificate prompt, please contact
support@strongkey.com for help.
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- ENTER SECURITY KEY PIN

The next dialog box will prompt for the YubiKey 5C NFC’s PIN. Enter and click OK
to continue. This PIN should have been provided to you by the Administrator of
the SB2 site.

For instructions on changing the PIN, refer to the Appendix of this guide.
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- SB2 PLATFORM LANDING PAGE

Upon successful authentication with the digital certificate, the following one time
SB2 Landing Page will be displayed. This page has three (3) sections:

* On the left-hand side, some details of your digital certificate information will
be displayed (Critical details have been redacted to protect privacy.).

* Legal disclosures for the SB2 platform are located in the middle section. You
must scroll all the way to the bottom and agree to the terms disclosed
before you may continue with this process.

* Use the right-hand panel to nickname your Security Key. This makes it easier
to identify each key if you use more than one.

{()STRONGKEY SE2

Your Digital Certificate Disclasures Yaur Security Key

] AT St ity iy

TERMS & CONDITIONS

Review and accept the terms and conditions in the Disclosures panel. The ‘I
agree” box must be checked before proceeding with Security Key registration.
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- GIVE SECURITY KEY NICKNAME

In the Security Key panel on the right, enter a descriptive nickname for the key in
the "Name" field. Then select Register to complete the process. Names are
typically short (up to 16-20 alpha-numeric characters), such as:

* John's YubiKey 5C Security Key for sb2.strongkey.com

* YubiKey for sb2.strongkey.com

ENTER SECURITY KEY PIN

To continue adding a credential to the Security Key, enter the PIN and click OK.

This step is called User Verification (UV) in the FIDO ecosystem. It
confirms that the SB2PROD platform is interacting with the
legitimate Security Key owner by verifying your PIN, which should
never be shared. Each time you use your FIDO credential to sign in,
you'll complete this UV step as a required security measure.

W Windows Seourny

. Save your passkey
W & e .

gaur security key PIN

lame

ERZPROD DOCUMENTATION
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TOUCH THE SECURITY KEY

To continue adding the credential, touch the metal contact visible on the Security
Key with your finger - it will have a light-emitting diode (aka LED) blinking to
indicate where it must be touched.

This step is called the “Test of User Presence” (TUP) in the FIDO
ecosystem. It ensures that no remote attacker can impersonate you,
because they would need both your Security Key and your physical
interaction at your computer. Each time you use your FIDO credential
to sign in to the SB2 platform, you'll complete this brief TUP check as
a security safeguard.

dift e i aia Wiy MR TN W T P BV Y,
=AITON Boyear are g
@, The ar takes 3 e
Organization Q
CRganizaen secusity measures to prevent
unngAun unauthorized access, disclosure,
E-Mail modification, or unautharized
ifton boverdist rongkey corm W Wissdows Security ®  pu may give the Security Key a nicknamea
alo -h as "I0's vault ¢ pritial” or
se . M
Serial No Save your pasﬁ:e'y lohn Doe's access key
om additienal Security

5 andjo
& CHon boyer @ Stong key.com Iready own andfor acquire b
Passkey for stranghey cofr

i

Tauch your security key.

() This wi be savesd to your secunsy kary. Changa

Cancel

-

SB2PROD CONFIRMATION

Upon successfully adding the credential, a dialog box will confirm the registration
action. Click Continue to sign-in to the SB2 platform.

Wuﬂnm '

registered %

Click “Continue’ to procesd
to the iogin page.
]

liFtzsn oy nEpstromgkey

SEZPAOD DOCUMENTATION

Comarighn & 206-RO0S Sronahh, ind. e Siangier]
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BBIE sicnie iy

After clicking Continue, a prompt will appear prompting you to sign in with the
new credential. Verify you are signing in with the Security Key when
authenticating to the SB2PROD. Enter your PIN and Click OK.

. Windows Security x

Sign in with a passkey

ﬁ Security key o

Passkey for strongkey.com

Enter your security key PIN

Security Key PIN

Choose a different passkey

—
Cancel

- TEST OF USER PRESENCE (TUP)

To continue the login procedure, touch the metal contact on top of the Security
Key - this confirms a user is present and attempting to sign in from that computer
with a legitimate credential on the Security Key.

@ Windows Security x

Sign in with a passkey

ﬁ Security key o

Passkey for strongkey.com

C

Touch your security key.

Choose a different passkey

Cancel

SB2-HowTo-SB2PROD-yubico-5c-nfc-user-guide-windows11-v30.odt, July 2, 2026, P 43



- THE SB2PROD PLATFORM DASHBOARD

CONGRATULATIONS! Your access to the SB2PROD Platform has been successfully
established, and your Security Key with your new FIDO credential is registered.
Your account name is displayed on the right side of the screen. You may click the
gear icon to edit your profile.

All SB2 users have access to two primary applications and:

* StrongKey CryptoCabinet (SKCC): For securely storing and sharing encrypted
files containing sensitive data.

* StrongKey Content Distribution (SKCD): For storing and sharing digitally
sighed, unencrypted documents.

* Settings, Notifications and profile picture.

Clicking either image on the SB2 Dashboard opens the application in a new
browser tab. Detailed user guides for both SKCC and SKCD are available
separately.

({STRONGKEY @R s o @
Dashboard
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APPENDIX

CHANGING PERSONAL IDENTIFICATION NUMBERS (PIN)

This appendix guides you through changing your PINs on the Yubico YubiKey 5C
NFC Security Key.

- CHANGING A YUBIKEY 5C NFC PIN

The Security Key is a very powerful cybersecurity device and represents the state-
of-the-art in multi-factor authentication (MFA) technology that does not use any
passwords. The MFA is supported by the:
* Possession factor - where the physical possession of the Security Key is
essential to the authentication process;
* Knowledge factor - where know the PIN to the Security Key is also essential
to the authentication process.

Since the Security Keys provided with the SB2 use two different NIST-approved,
passwordless authentication protocols, there are two containers for the
cryptographic keys used with the protocols. Each container is managed by a
separate PIN.

However, StrongKey recommends using the SAME PIN to both containers of the
Security Key to reduce the burden on users. As long as the Security Key is safely in
the possession of the legitimate user, and the legitimate user is NOT sharing the
PIN to the Security Key with anyone, the user will be complying with one of the
strictest security policies recommended for access control.

This document outlines the process for changing the two required PINs - one for
the PIV certificate and the other for the FIDO credential.
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OPENING THE YUBICO AUTHENTICATOR APPLICATION

To begin, access the Yubico Authenticator application by clicking the Windows
start icon from the Windows taskbar.

Ql.-..(l' — e £ _ d‘

SELECT YUBICO AUTHENTICATOR

Search for Yubico Authenticator and click Open when it appears.

Q yubf
< @ Apps  Documents  Web  Settings  Folders  Photos »

Best match

I I3 Yubico Authenticator

Apps 12 Yubico Authenticator
M yubico-authenticator-7.3 3-winb4 (3)msi

"8 yubico-authenticator-7.3.3-winé4 (2)msi

M yubico-authenticator-7.3 3-winé4 (Thmsi

B2 Open file lacation

H yubico-authenticator-7.3.1-win64 (Thmsi
¥ Unpin from taskbar

8 yubico-authenticator-7.3.1-win4 (6L.msi £ Pinto Start

Search the web 11+ B uninstas

Q. yubi - See more search results
YubiKey

@, yubikey manager

@ yubico

O yubieo authenticator

Videos 7+

" yubieo-authenticator-install-set-pin-and-c

- 'Tubico-Authenticator-Download-Install-Wi..
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THE YUBICO AUTHENTICATOR APPLICATION

When you open the application, it displays the messages 'No YubiKey present' and
'Insert Your YubiKey".

If the 'No YubiKey present' message is not visible, expand the
application window to ensure all navigation options are clear.

Home

A Home

Insert your Yubikey

1 Settings

INSERT THE YUBIKEY 5C NFC

Plug the Security Key into the USB-C port.
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- IDENTIFYING THE USB-C PORT

Locate the USB-C port—typically found along the edge of the computer, it features
a compact design with smooth, rounded corners that set it apart from traditional
USB-A ports. The image below shows both a USB-C port and its matching male

connector.

- NO USB-C PORT? NO PROBLEM.

With the provided USB-A to USB-C adapter, simply plug the USB-A end into the
computer and insert the Security Key into the USB-C port.

The provided USB adapter pictured below.
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CHANGING THE DIGITAL CERTIFICATE PIN

Certificates icon from the menu.

Plugging in the key loads the home screen. Navigate to the left and click the

" X
H 0 m e DEVICE
. Toggle applications
Yubikey 5C NFC # € N ratiiiduacia spplicaons
A Home 3 -
Seral number: 27305601 B Factery reset
Firmware version: 5.4.3 Restore YubiKey defaults

&a Accounts

Yubico OFP PIV OATH OoenPGP  YubibSM Aulh

= FbOIE  Fibo2
2y Passkeys

3 Certificates

{3 Slots

81 Settings

CHANGE PIN

Select the Change PIN option from the Manage menu on the right.
"
o
Certificates B e
Authentication

£1 Home StrongAuth Inc, SB2TLSCLIENT,1.3.6.1.4.1.105
. e Digital Signature ; iy
22 Accounts Mo certificate loaded
2y Passkeys e ::y x;::?:‘:ux &= g:lf?i?i"ff.fim
B cCertificates ard Authentication

o @ e
33 Slots.
81 Settings

SB2-HowTo-SB2PROD-yubico-5c-nfc-user-guide-windows11-v30.odt,

July 2, 2026, P 49



- ENTER PIN INFORMATION

* In the top field, enter the default PIN: 123456.

* Enter the new PIN in the middle field. The PIN must contain 6 to 8
characters.

* Re-enter the new PIN in the final field to confirm.

Change PIN

A PIN must be a1 beas: 6 charactens long.

= [

- SAVE NEW PIN

Click Save. The application returns to the previous screen. If the process is
successful, a “PIN changed” notification briefly appears at the bottom of the
screen.

Change PIN

A PIN must be a1 least & characters lang.

m [
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CHANGING THE FIDO CREDENTIALS PIN

To update the second PIN, click on the Passkeys menu option to the left.

StrongKey recommends using the same PIN for the Security Key.

L2}
= a
Certificates
e Change PIN
Authentication 2 attempts remaining
G Home StrongAuth Ine, SB2TLSCLIENT1.3.6.1.4.1.105
snge PUK
Digital Signature Ml e
£a Accounts Mo cerificate loaded
@ Management key
29 Passkeys Key Management PIN can be used instead
Mo certificate loaded
BB certificates Card Authentication
N certificate loaded
Q‘; Slots
$ Settings

PASSKEYS MENU

In the Passkeys menu, select Request Access.

Passkeys -

fn] Home
s Accounts

ap Passkeys

& certificates

Tj Slots

%1 Settings
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YUBICO AUTHENTICATOR APPLICATION PERMISSION

The Yubico Authenticator application will ask Windows for permission to
implement changes on the computer. Click yes.

- CHANGE PIN OPTION

Select the Change PIN option located on the right of the screen.
Ll

= o
Passkeys e

(Rl Home inE o

2y Passkeys

E certificates

& Slots

31 Setlings
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- ENTER PIN INFORMATION

* In the text field marked Current PIN type in your current PIN. If you have not
changed it, it is 123456 by default.

* In the text field marked New PIN enter a new PIN of your choice. It must be a
minimum of 6, and up to 63 characters.

* In the text field marked Confirm PIN enter the same PIN you selected.

Change PIN
Current PIM
[ | seeeeees @
/a3
Hew FIN
[ | sesveese &
& PIM must be 4-63 characters long and may contain letters, numbers and 263
special characters.
Conf |
= [ ........ &
863
Cancel Save
SUCCESS!

The display will return to the Passkeys menu, and a notification stating "PIN Reset"
will briefly appear at the bottom of the screen.
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