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GETTING STARTED: YUBICO YUBIKEY 5C NFC & SB2PROD
PLATFORM

This guide will help you set up your Yubico Yubikey 5C NFC by installing the
necessary software and drivers. It also covers how to configure your PC to access
the StrongKey SB2PROD cluster ("SB2PROD").

The SB2PROD platform allows you to:
* Securely share information with StrongKey using the SKCC app.

* Download Tellaro software releases via the SKCD app.

The StrongKey Support Team

- PREREQUISITES

* Windows 10

* Microsoft (MS) Edge Browser, version 146.0.3856.109
* Yubikey 5C NFC

* Internet connection

* USB-C port or USB-C-to-USB-A adapter

- TABLE OF CONTENTS
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D Accessing an SB2PROD Invitation Link URL 36

AP Appendix: Changing a Yubico YubiKey 5C NFC Personal 48
Indentification Number (PIN)
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SECTION A

INSTALLING THE YUBICO AUTHENTICATOR APPLICATION

The Yubico Authenticator appljcation is necessary to use the Yubico Yubikey 5C
NFC Security Key.

- DOWNLOAD YUBICO AUTHENTICATOR APPLICATION

Download the Yubico Authenticator for 64-bit systems from
https://www.yubico.com/products/yubico-authenticator/#h-download-yubico-
authenticator. Click Download now.

Yubico  abowt  Products  Enterprise  Besources  Solutices Q m m b

Yubico Authenticator
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- WINDOWS YUBICO AUTHENTICATOR APPLICATION

Select Download for Windows directly here (64-bit). Click it to start download.

Download Yubice Authenticator

Yulbco Authentlcator for Deskiop Yublco Authenticator for Mobile

5 izicn Auisere cass s Darking on joer Windt, Wac, o1 | s ih Yudice Augheriicotms for Arabsid andl 0, Iscitrding swcuns tap-enz-sn
EMPLIErEm gar e BATH medensial an e Yuhikeys. aucherticarien for KFC-enatlad mabile deeices

Linux Android

= Armirkd Dowrbor dan Gecrale ey

(=1

» |CSDawniret 1o dopls Stors)

- OPENING THE YUBICO AUTHENTICATOR APPLICATION

After clicking the download link, MS Edge will display a pop-up confirming the
Authenticator application file has been successfully downloaded and ready for
installation. Click the open file link.

YUDICO  About Sveducts Gmieepras  Basowces  Sedions

Download Yubico Authent|

r Desktop Yub
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NO POP-UP WINDOW? NO PROBLEM

If the pop-up does not appear, or is inadvertently closed, access the downloaded
file by clicking the 3-dot menu on the right side of the MS Edge tool bar.

ubico. suthenticaton ®h.dawnload yubics. authenticatar Lo S+ Chat
scts Enterprise  Rescurces  Solutions neorprice Sales )

Download Yubico Authenticator

tor for Desktop Yubico Authenticator for Mobile
r for Desigop on your Windows. Mac. or Linux Use the Yubico Authenticator for Android and 05, induding secure ap-and-go
1 credentials on your Yubikeys. authentication for NFC-enabled mobile devices.
Android
where * fndroid Dovnlzad (on Gopgls Pay)
ias
RELOrE * |05 Downlogd ion Apoie Store)

CLICK DOWNLOADS

From the drop-down menu, select Downloads.
- a8 x
Jownload-yubico-authenticator aE o =@ ow -
© Newtab et i
wirces  Solutions
B Mew window
& = CF Mew inPrivate window Cort+Shift=N
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YUBICO AUTHENTICATOR SETUP WIZARD

A Setup Wizard window will appear, Click Next.

About  Products  Enterprise  Resgurces  Sokations

o [ v

yubico

Download Yubico Authenticator

ks

Yubico Authenticator for Desktop © r for Mabile

s 1 Vi Authanmicator e Degkicg on il Wi Wilcorna 1o tha Yubico Authanticater | android and i05, inchuding seture tap-and-g
SOMOULErs L generate GATH credentials on pour Yubikeys, Setup WWizard mobile devces.

Linux

= Dovwnlopd for Lewe directly here L)

Mac

= Downioad from macs Appatons

= Downioad for Mag directly ber

YUBICO AUTHENTICATOR TERMS & CONDITIONS

Accept the terms of the end-user license agreement, then click Next.

yubico  about Promes  Emterprise  Resowrces  Selitions o] m “ =

Cr
[ e e—
oo b 5 okt e M ety

Stronger hardware-backec Cross-platform coverage

e kg iean pous et 10 The Yot Tibod bt T e sttt
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than staring them on a mabile phane. ¥g
s sale in O secure el of the ¥
camnot b weracted,

The Yubico Authenticator app works across Wndows,
machs, Linux, 105 and Android. the same set of
codes acress all Yulios apps for
desktops a8 wall a¢ for 2l leading mobile platforme.

Portable credentials acros B ism i oo o s Self-service reduces IT costs

- D -

Your eredentials wirk seamlessly 070ss
deynces, With a portable hardware root 01 e yeune
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SELECT DESTINATION FOLDER

Use the default Destination Folder and Click Next.

yubico  about Products Enterprise  Resources  Sohutions Q m M =2

F Vobico Mathenticston Setup ' - x
L L L T T Ty ——— )
Yubico Authenticator for Des| Mobile
Tratal Yubic Sumentcan to: fid and i05, mduding securs tap-and-go
chvices.

[ Program Flesinuscariio Aufenboater

Linux Charge....

Windows

* Dewnload Srom Migros

* Downigad for Win

READY TO INSTALL

Click Install.

yubico  abour Produces  Enterprise  Resources Salutions Q m “ b}

o Voo Authenbcrtor Setup = 3
Reeady to install Yubso Authenticator )
Yubico Authenticator for Desh Mobile
Use the Yubica Authenticator for Deskiop on lid and 105, incuding secure tag-and-go
. o ok wy ot your ;
computers to generate BATH eredentials on 1] (R o e devce

= Download from macDS AgpStore

- -

Windows

kcrosoft apg store

= Dgwnioad for Windoes directly here dG4-bit)

PERMISSION TO MAKE CHANGES

The next pop-up message will ask permission to allow the application to make
changes on your computer. Click YES.
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FINISH THE INSTALL

To complete the installation of the Yubico Authenticator application, click Finish.

YUBICO  Atout Products Emerprise Resources  Solutions o T B3 -

Completed the Yubico Authenticater
Setup Wizard

1 o Pt B 3 . e S el

Stronger hardware-backey Cross-platform coverage

=D
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SECTION B

INSTALLING THE YUBIKEY MINIDRIVER FOR WINDOWS

This software is essential for enabling the use of a Yubico YubiKey 5C NFC Security
Key on your computer. Before beginning the installation process, please review
the process and ensure your computer meets all prerequisites.

- DOWNLOAD THE YUBIKEY MINIDRIVER

Download the YubiKey minidriver 64 bit file at:
https://www.yubico.com/support/download/smart-card-drivers-tools/.

yubico  About Products Enterprise  Resources  Sohutioms
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OPENING THE YUBIKEY MINIDRIVER FILE

After clicking the download link, Edge browser will display a pop-up confirming
the Minidriver file has been successfully downloaded and ready for installation.
Click the Open file link.

Sevart Cand Dvivers and Toch | Yo X + - o x
& O 5 N WU 00m DO kst mart -card- drivers-togl
yubicO  absut meeducts Emwpms  Rescwres Solutiom

* Download by
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far B o

axoriec o an siternste 1o e Koy Bheieges OUL e sexermend 1he Yo s

YubiKey Smart Card Minidriver (Windows) e
The Fubdiey Smart Card Minidrver snables west and adrmeniniraton f2 wuie @ nathe Windoms interface for certficate enroliment, managng the Yubsry smart Card PIN
e authenikation on Wrdows.
Crawmload Reloae Date DOownizad Hask
Snery-barnadeimpe G004 373 - gorivrd |vppiier D 22, HIIS SHARSE Figgh
De< 22, 2035 SHAZEE Haah

NO POP-UP WINDOW?

If the pop-up does not appear, or is inadvertently closed, access the downloaded
file by clicking the 3-dot menu on the right side of the MS Edge tool bar.

e 2] x
card -drivers-toolsf G 9 = Chat
W . | =

Ny CLI Lsar Gulds

Ted, fov an eiermarie [0 the Fubiey Menager GLIL we recomaend the ¥ublp AuThenticarar For more Jerails please weil our websire

rd Minidriver (Windows)

users and adeministrators 1o wse the native Windews interface for certificate enreliment, managing the Yubikey smart Card PIN,

Release Date Download Hash
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CLICK DOWNLOADS

From the drop-down menu, select Downloads. Next, click the Open file link
under the YubiKey-Minidriver-5.0.4.273-x64.msi file (see step B3).

[5l riew tab CirleT
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B Hew window CrrlsN
B% New InPrivate window
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INSTALLING THE YUBIKEY MINIDRIVER

A Setup Wizard pop-up will open - Click Next.

yubico  abeut Prodiscts  Enterpeise  Resources  Solutions
for End-of L oroducts. -
YubiKey Smart Card Minic
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CONTINUE INSTALLING THE YUBIKEY MINIDRIVER

On the next pop-up window - Click Install.

yubico  abour Progucts  Enterprise  Rescarces  Solutions

Jfar Engof-Life products.

W vubi J
. . s

YubiKey Smart Card Mini =
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and smart card authentication an \Windaes, Fertat e gl gl g il o
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PERMISSION TO MAKE CHANGES

The next pop-up message will ask permission to allow the application to make
changes on your computer. Click YES.

FINISH THE INSTALL

To complete the installation of the YubiKey Minidriver, click Finish.

yubico Absut Products  Enterprise  Rescurces  Solutions o mm =]

for Engeife pradkcr

YubiKey Smart Card Min Complstindthe Yuiblay St Card
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SECTIONC

IMPORTING SB2 ROOT CA & SB2 SUBORDINATE CA
CERTIFICATES INTO THE TRUST STORE

When using Security Keys with digital certificates for authentication to an SB2

site, the SB2 Root Certificate Authority (CA) certificate of the site is a critical

component in establishing trust between your browser and the site. It ensures
the digital certificate on your Security Key was issued by that SB2 site and is

currently valid.

- ACCESS THE SB2PROD PAGE

All required CA certificates are available for download from the SB2PROD page at
https.//www.strongkey.com/sb2pki.

{)STRONGKEY

ecurity Bundle (SB2) PRODUCTION

SB2 Production How To Configure CA Certificates
CA Certificates

& Download Root CA Swissbit Security Keys

& Download Sub CA1 ) HTML: Windows 10 Windows 11 macOs

& Download Sub CA2 PDF: ‘Windows 10 windows 11 macOs
Yubikey Security Keys
D) HTML ‘Windows 10 Windows 11 macOs

FDF Windows 10 Windows 11 macOs
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SB2 CA CERTIFICATES

Next, download the three SB2PROD CA certificates from the left side of the page.

Download the certificates starting with the Root CA.

{)STRONGKEY

StrengKey Tellaro Small Business Security Bundle [SB2) PRODUCTION

SB2 Production How To Configure CA Certificates

Swissbit Security Keys
DHTML  Windows10 | WindowsTl macos
@ PDF: Windows 10| Windows 1l macOs
Yubikey Security Keys
DHTML | windows10 | | windows Tl macos

B PoF Windows10 | Windows Tl macos

DOWNLOADING THE SB2 ROOT CA

First, click the Download Root CA button. The download will begin automatically,
and you'll see a dialog box confirming the file name once the process is complete.

REPEAT this process for the Sub CA1and Sub CA 2 certificates.

AR A
BT - L - L T L T e |IIEE -

(JSTRONGKEY e

582 Production How To Configure CA Certificates
Ca Certificates -
Swissbit Security Kays
ca a Wit | Windews maes
] Wedina T | Windes s
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NAVIGATE TO THE WINDOWS START ICON

After clicking the Windows Start icon, search for Manage user certificates to find
the settings application for overseeing and configuring security certificates,
including importing. Next, select the Manage user certificates application.

The Manage user certificates application is also known
as certmgr (short for Certificate Manager). In this document, these
terms are used interchangeably.

user certificates personal

r accounts windows 11
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OPEN TRUSTED ROOT CERTIFICATION AUTHORITIES
FOLDER

To begin, expand the certmgr window by clicking and dragging the borders to a
larger size. This will provide a better view of the digital certificates.

Next, click the down arrow next to the Trusted Root Certification Authorities folder
to expand it, revealing the Certificates folder.

e g O

B ceetmagr - [Certificates - Cument User\Trusted Root Cenification Authorthes|
File Adion View Help
o AmO0 G Hm

G Certificates - Current User
» 2 Personal
=] Trusted Certification Autharities

ot
Erterprize Trust

1 interrnediate Certification Authorities
» [ Active Direciory User Object

| Trusted Publishers
| Urtrusted Centificates

o 1 Thind-Party oot Certification Autharities i k4
» ] Trusted Peaple

» ] Chient Authentication lssuers
| Other People
Local NonRemovable Certificates
.| Centificate Enroliment Requests
v [ Smart Card Trusted Roots

Obygect Type

Certificates

Trusted Root Certification Authenties store contains 52 certificates.

INITIATE THE SB2 ROOT CERTIFICATE IMPORT

Right-click the Certificates folder to open the context menu.
Select All Tasks, and click Import to start the Certificate Import Wizard.
@ crnmgr - [Catteman - Curare Uian Tusted Rast Camiuaton Authont sud stheaey) - -] x
Fie Aman Ve  Helg
ow nmolaE@m
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3 Pomorni % WAL Dot Senies 248 Cendame Services Tuanee Ot Kuthestiiatl.  Sertige (A48
= -"'m‘:f"‘“‘mm”" AT FHMT-B0M A RAT FHMT-RCM e oo Attt A RAGT TRMT-RCMY
Erteprrie At Tk €4 Acieis & ca Wk Cheeent batrasmian Astakt Autivevncan
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CERTIFICATE IMPORT WIZARD

The Certificate Import Wizard will open. Click Next to proceed.

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust ksts, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, dick Next.

(0 Next D Cancel

LOCATE THE SB2 ROOT CA CERTIFICATE

Click the Browse button to locate the SB2 Root CA certificate file.

€ &* Certificate Import Wizard

File to Import
Spedify the file you want to import.

File name:

( BrowseD

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS =12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS 27 Certificates (P78)
Microsoft Serialized Certificate Store (.SST)

Ganct |
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OPEN THE SB2 ROOT CA CERTIFICATE

To find the SB2 Root CA Certificate, go to the sb2prodrootCA.crt file's location,
which is typically the Downloads folder. Once the sb2prodrootCA.crt is located,
select it and click Open.

& Open X
+ ‘, » This PC » Downloads » ~ O Search Downloads o
Organize v New folder = @M @
Programs # *  Name Date modified ol
PLAGKOS # ., Today (3)
D steps §
oz 5l SB2ProdSubordinateCA2 (1) T/6/2026 10:02 AM
Debut 3] SB2ProdSubardinateCA1 (1) ;
KM ) SB2ProdRootCA (1)
i ~ Last month (5)
@ OneDrive - Persor 5] sb2demosubca2
B This PC 5 sb2demosubcal

5 sb2demorootca (1)

1-RRRWin10-sb (SB2 demo)-SB2TLSCA
I Desktop iShield_Key_Management_Kit_Windows (1)
[ Documents

=B 3D Objects

~~ Earlier this vear (6) L
& Downloads cill >
File name: | SB2ProdReotCA (1) ~ | | X509 Certificate (*.cer®crt)

Con D e

VERIFY THE SB2 ROOT CA CERTIFICATE IS SELECTED

Verify the file being imported is the sb2prodRootCA then click Next.

& &* Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
C:\UsersYraula\Downloads\SB2ProdRootCA (1).at | Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS =12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS £7 Certificates (.P7B)
Microsoft Serialized Certificate Store (L55T)

(1 nNet D| cancel
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SELECT CERTIFICATE STORE

Ensure the Certificate Store field indicates the digital certificate will be added to
the Trusted Root Certification Authorities store before clicking Next to continue.

& & Cerificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select 3 certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place ol certificates in the following store

Certificate store:
‘ Trusted Root Cartification Authorities Browse... |

.' Cancel |

FINISH IMPORTING THE SB2 ROOT CA CERTIFICATE

Review the certificate store name, certificate details, and file name in the next
dialog box, then click Finish to complete the import process.

€ £* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘You have spedified the following settings:

(oo TR e S N Trusted Root Certification Authorities
Content Certificate
File Mame C:\UsersYaula\Downloads\SB2ProdRootCA (1).ot

[ Finish_D cancel
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- SECURITY THUMBPRINT

A security warning will be displayed regarding the Root CA Certificate. Make sure
the name of the certificate and the Thumbprint (shal) shown in the warning
window match the content shown here:

SB2 RootCA
6DCFFF6D D5B73DF9 26511DB6 9D0B4914 F1649542

If it matches identically, click Yes.

If the Thumbprint of the CA certificate does not match, contact the
Administrator of the SB2 site. This step represents the most
important step in establishing trust in the SB2 platform.

Security Warning

You are about to install a certificate from a certification authority (CA)
claiming to represent:

SB2 RootCA

Windows cannot validate that the certificate is actually from "SB2
RootCA". You should confirm its origin by contacting "SB2 RootCA".
The following number will assist you in this process:

Thumbprint (sha1). 6DCFFFED D5B73DF9 26511086 9D0B4914
F1649542

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click “Yes" you acknowledge this
risk.

>

A SUCCESSFUL IMPORT

Once the SB2 Root CA Certificate is imported successfully, a confirmation
message will appear. Click OK to continue.
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VERIFY SB2 ROOT CA IN CERTIFICATES LIST

If you scroll down the list of CA certificates on the right-hand side of this window's
panel, you will see the SB2 RootCA certificate in the list.
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VERIFY SB2 ROOT CA: PART 1

By double-clicking the SB2 Root CA certificate - or right-clicking the mouse
button and selecting Open, you should see the following window. Click the
Certification Path.

| Certificate

General - Detais (Gertcaton Par )

“ Certificate Information

This certificate is intended for the following pur (s):

» All issuance policies
» All application policies

Issued to: SB2 RootCA

Issued by: SB2 RootCA

Valid from 9/4/2025 to 9/4/2035

Issuer Statement

sb2-howto-sb2prod-yubico-yubikey-users-guide-windows10-v3l.odt, July 8, 2026, P 21



- VERIFY SB2 ROOT CA: PART 2

In the Certification Path tab of the SB2 Root CA certificate, you should be able to
confirm these two important attributes of the certificate:
* That the certificate symbol in the Certification Path sub-panel at the top does
not have any yellow warning symbol associated with it, and

* The Certificate status sub-panel at the bottom should state that “This
certificate is OK.”

& Certificate

General Details Certfication Path

Cer
(| G4l sB2 Rootca

Ensure this icon, adjacent to
the certificate name,
represents a valid
certificate.

Certificate status:
[This certificate is OK.

oK

- ADDING A FRIENDLY NAME: PART 1

Friendly names make identifying RootCAs easier in the certificates list. Follow
these steps to create a Friendly name for the SB2 Root CA:
a) Choose the Details tab.

b) Click Edit Properties.

! Certificat
General Details  Certification Path

Show: <Al> ~

Feld Value

[ Jversion vi

| serial number 00818bfes7efSdce14aet8al2...
| signature algorithm sha2S6ECDSA

| - signature hash sigorithm sha256

[ Itssuer US, StrongAuth Inc, 1, SB2 Roo.
[ |vaid from Thursday, September 4, 2025 ...
[ vaidto Tuesday, September 4, 2035 1...
[ |subject US, StrongAuth Inc, 1, $B2 Roo...

amore.

oK
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ADDING A FRIENDLY NAME: PART 2

c) Add name in Friendly name field.
d) Click Apply then click OK to finish.

Certificate Properties ? x

General Cross-Certificates OCSP  Extended Validation

Certificate purposes

(@ Enable all purposes for this certificate
(O Disable all purposes for this certificate
(O Enable only the following purposes

Note: You may only edit certificate purposes that are allowed by
the certification path.

/| Server Authentication ~
Client Authentication
Code Signing
Seaure Email
/| Time Stamping
/| Microsoft Trust List Signing
Microsoft Time Stamoing 4

Apply

CTD o |

VERIFY THE FRIENDLY NAME

display SB2 DEMO.

Close the Certificate information window. The Friendly name field should now
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- INTERMEDIATE CERTIFICATION AUTHORITIES FOLDER

Just as you imported the SB2PROD Root CA certificate, you will now import the
two SB2PROD Subordinate CA (aka SubCA) certificates. The SubCA certificates
play a vital role in establishing the “certificate chain of trust" between the digital
certificate on your Security Key and the SB2 site.

Return to the certmgr application. Next, click the arrow next to the Intermediate
Certification Authorities folder to expand it, revealing the Certificates folder.

- INITIATING SUBORDINATE CA CERTIFICATE IMPORT

To begin, right-click the Certificates folder to open the context menu. From there,
select All Tasks, and then click Import to start the Certificate Import Wizard.

[ sy - [Cetiames - Cuners Used bnomverkane Coifouian abortien]
Fie Amon View i

- a8 x
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CERTIFICATE IMPORT WIZARD

The Certificate Import Wizard will open. Click Next to proceed.

£# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a cerfificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, dick Next.

(L het_ D cancel

LOCATE THE SUBORDINATE SB2 CA1CERTIFICATE

Click the "Browse" button to navigate to and select the Subordinate CA certificate
file.

€ £* Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

| Browse...

Mote: Maore than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serigized Certificate Store (.55T)

Next - Cancel
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OPEN THE SUBORDINATE SB2PROD CA 1 CERTIFICATE

To find the sb2prodSubCAl.crt certificate file, go to the file's location, which is
typically the Downloads folder. Once the sb2prodSubCAl.crt file is located, select

it and click Open.

& Open X
4 ¥ > ThisPC > Downloads » v O Search Downloads 2
Organize v New folder =~ M @
Programs  # # MName Date mcdm\ed 2
p1_40204035_ # w Today @
D st
2 [5;) SB2PredSubordinateCA2 (1)
Debut [ SB2ProdSubordinateCAT (1)
KM [ 5B2PredRoctCA (1)
R ~ Last month (5)
@ OneDrive - Persor. 5] sb2demosubea2
[0 This PC [5] sb2demosubceal
) [55] sb2demorootca (1)
- 3D Objects 1-RRRWin10-sb (SB2 demo)-5B2TLSCA
[ Desktop iShield_Key_Management_Kit_Windows (1)
B [locisnent: ~ Earlier this vear (6) E:
& Downloads v >
File name: | SB2ProdSuberdinateCA1 (1) V| X.509 Certificate (*.cer*.crt) ~

CERTIFICATE VERIFICATION

Verify the correct SB2 Subordinate CA Certificate file has been selected. The name
of the file will automatically populate the File name field upon selection. Click
Next to continue.

& 4* Certificate Import Wizard

File to Import
Spedify the file you want to import.

File name:
i C:\Users'raula\Downloads\SB2ProdSubordinateCA1 (1).crt I Browse... I

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (,PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (LS5T)

m ) Cancel
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SELECTING CERTIFICATE STORE

Choose “Place all certificates in the following store” and ensure the certificate is

added to the Intermediate Certification Authorities certificate store. Click Next to
continue.

€ & Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(@) Place al certificates in the following store
Certificate store:

| Intermediate Certification Authorites

A Net D cancel

FINISH IMPORTING THE CERTIFICATE

Review the certificate store name, certificate details, and file name in the next
dialog box, then click Finish to complete the import process.

& &+ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate wil be imported after you cick Finish.

fou have spedfied the following settngs:

el s e I [ntermedate Certification Authoribes
Certificate

Ci'\Wsersiraula\Downloads\SB 2ProdSubordinateCAL |

| A

Chnih P Conce
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A SUCCESSFUL IMPORT

Once the SB2 Subordinate CA 1 certificate is imported successfully, a confirmation
message will appear. Click OK to continue.

VERIFY SB2 SUBORDINATE CA1IS IN CERTIFICATES LISTS

Once the SB2 Subordinate CA 1 certificate is successfully imported, it will appear
in the Intermediate Certification Authorities list.
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- VERIFY SB2 SUBORDINATE CA1-PART1

By double-clicking the SB2 Subordinate CA certificate - or right-clicking the
mouse button and selecting Open, you should see the following window. Click
the Certification Path tab.

n | Certificate X

General Details i Certification Path,

B Certificate Information

This certificate is intended for the following purpose(s):
» Al application polices

Tssued to: 5B2 SubordinateCA

Issued by: 582 RootCA

Valid from 11/19/2025 to 11/19/2035

Issuer Statement

o ]

sb2-howto-sb2prod-yubico-yubikey-users-guide-windows10-v3l.odt, July 8, 2026, P 29



- VERIFY SB2 SUBORDINATE CA1-PART 2

In the Certification Path tab of the SB2 Subordinate CA certificate, you should be
able to confirm these two important attributes of the certificate:

* That the certificate symbols of the two certificates chained together n the
Certification Path sub-panel at the top, do not have any yellow warning
symbols associated with them, and

* The Certificate status sub-panel at the bottom should state that “This
certificate is OK.”

a | Certificate X

Ensure the two certificates
are chained and the
adjacent icons represent
valid certificates.

View Certificate

Certificate status:

’TM certificate is OK.
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ADDING A FRIENDLY NAME: PART 1

Friendly names make identifying SubordinateCAs easier in the certificates list.
Follow these steps to create a Friendly name for the SB2 Subordinate CA 1

a) Choose the Details tab.
b) Click Edit Properties.

n Certificate X

General Detals  Certification Path

Show: | <All> ~|

Field value 7.

[=] version v3

[ serial number 7585ee6420c4b22 10c9ae5f 1. .
Signature agorithm sha2S6ECDSA

[ signature hash slgorithm sha2ss
Issuer LS, StrongAuth Inc, 1, SB2Ro...

[ vaid from Wednesday, November 19, 20...

[ vaid to Manday, November 18, 2035 .,

[Hl driact I StronodithTnc 11887 Y]

Edit Propertes.., Copy to File...

ADDING A FRIENDLY NAME: PART 2

c) Add name in Friendly name field.
d) Click Apply then click OK to finish.

Certificate Properties ? X
General CrossCertificates OCSP  Extended Validation

Friendly name: |

Description: I ]

Certificate purposes
(®) Enable al purposes for this certificate
(O Disable all purposes for this certificats
(D Enable only the following purposes
Mote: You may only edit certificate purposes that are allowed by
the certification path.
Server Authentication ~l
Client Authentication
Code Signing
Secure Email
Time Stamping
Microsoft Trust List Signing

Microsoft Time Stamping b
< >

Add Purpose...

ot
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VERIFY THE FRIENDLY NAME

Close the Certificate information window. The Friendly name field should now

display SB2PROD.

Moot B3 BCC o 6
oMt B G2 RS CA DO

Calicicont B GHRGACAOC

[ -

Calvcrooot R RS Root G2
Micratoht T Roct Comlcate A 120

Lo rosct 0 Ract Corficate

IMPORT THE SB2 SUBORDINATE CA 2 CERTIFICATE

Import the SB2 Subordinate CA 2 certificate by repeating steps C22 - C36.
Remember to verify the Sub CA 2 certificate is selected during the process.

RESTART THE COMPUTER

It is important to follow these exact steps to restart your computer:
a) Save all open work and close all active applications to prevent data loss.
b) Leave your Security Key (issued by the SB2 site) plugged into the USB port;

c) Restart your computer.
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VERIFY YOUR PERSONAL CERTIFICATE - PART 1

Follow these steps to open a Personal Certificate:
a) Open certmgr and navigate to the Personal folder.
b) Click the arrow next to the folder to expand it and reveal the Certificates
subfolder.
c) Select an SB2 Subordinate CA certificate.
d) Double-click the certificate to open it.

) certr - (Cenificate rrent LisaAPatsanal
File Action View Help
e HE O 4= =

Gl Cortificates - Clurment User lssued Ta lssued By Expiration Date  Intended Purpases
~ (2 Persanal B Bs08fcSe-6018-4606-a126-50495..  H608IcSe-Ch16-46e6-a126- 4040528, 3/T/202T <Al
Certifiates BB 1154- Vicda-44T4-02c0- 1665 Sbed1154-11cda-4474-92cf- 1650 9/8/2026 <All>
s L1 Trusted Root Certification Authoritios P lohlaRs int) Boyer 582 SubordinateCA GBR031 Client Authentication
Enderprise Trust SB2 SubordinateCA 95,2030 Client Authentication
Infermediate Certification Authorities - v 583 SubordinateCh e ] Clion | Austhanlication
Active Directory User Object @ clifton Boyer 582 SubordinateCA 35,2031 Client Authentication
 Trusted Publishers Binsh 4 S i Client Authenkicat
» [ untrusted Cenificates v' : rongKey 7 lent Authentication
Thirdl-Party Root Certification Authiorities v_'J test12 user 12 582 SubordinateCA 48203 Client Authentication
Trusted People SalVindous Winctows i e

| Chient Authentication lssuers

| Other Peogple
Local MonRemovable Certificates
Certificate Envollment Requasts
Srriart Card Trusted Roots

Persanal store containg 9 cenificates.

VERIFY YOUR PERSONAL CERTIFICATE - PART 2

Verify that a certificate icon appears next to the Certificate Information heading,
then click the Certification Path tab.

al Certificate
General Detais{{ Certification Path

f Centificate Information

This certificate is intended for the following purpose(s):
+ Proves your identity to a remote computer

Issued to: Clif Boyer
Ensure this icon, adjacent to
the certificate name,

represents a valid certificate.

Issued by: SB2 SubordinateCA

Valid from 9/5/2025 to 9/5/2030

T You have a private key that corresponds to this certificate.

Statemen

oK
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VERIFY YOUR PERSONAL CERTIFICATE - PART 3

Verify that a chain-of-trust has been established, ending with your named
certificate. Confirm that the Certificate status displays: The Certificate is OK.

n  Certificate X

General Detaid Certification Path

Certification path
il Se2PROD
-[5] sB2PROD
=

Ensure the three certificates
are chained and the
adjacent icons represent
valid certificates.

Certificate status:
This certificate is OK.
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- ACCESSING AN SB2PROD INVITATION LINK

This section will review the steps of accessing the invitation link you received to
register a FIDO credential with your YubiKey 5C NFC Security Key with the
SB2PROD site.

You must have the YubiKey 5C NFC Security Key - with Security Key PIN and the
SB2PROD Invitation URL that was sent to you for the FIDO registration process.

PLUG IN THE YUBIKEY 5C NFC SECURITY KEY

Plug the Security Key into the USB-C port (or the USB-C to USB-A adapter)
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- IDENTIFYING THE USB-C PORT

Locate the USB-C port—typically found along the edge of the computer, it features
a compact design with smooth, rounded corners that set it apart from traditional

USB-A ports.

The image below shows both a USB-C port and its matching male connector.

- NO USB-C PORT? NO PROBLEM.

With the USB-A to USB-C adapter provided by the Administrator of your SB2 site,
simply plug the USB-A end into the computer and insert the Security Key into the

USB-C port.

The provided USB adapter pictured below.
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OPEN THE EDGE BROWSER

Open the Edge browser.

© Best match

A /" Microsoft Edge
App

TE Search the web

mare search resulls

FIND THE EDGE BROWSER DROP DOWN MENU

Click the three-dot icon in the upper-right corner. Then, select New InPrivate
window from the drop-down menu. Always use Edge InPrivate mode to access
the SB2PROD platform URL https://sb2.strongkey.com.
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SB2PROD PLATFORM URL

In the InPrivate browser address bar, enter the provided SB2PROD platform
invitation link. You will receive the link in an email from a member of the
StrongKey Team.

The SB2PROD registration invite URL is long so it will be
advantageous to use the “cut and paste” options. Here is an example
of what the URL will look like:

https://sb2.strongkey.com/sb2/register?
hash=7db88e3055d49b105fcal4f2f18a7059d52ef02a9¢c93cc13a85fd7
Olall43cla

SELECT THE CERTIFICATE

A pop-up window will display the available certificates. The name in the prompt
should match your name, as created by the Administrator of the SB2PROD site.
Select the presented certificate and click OK to proceed.

You will only see a certificate prompt if the SB2 Root CA and SB2
Subordinate CA certificates were imported correctly on your
computer. If you do NOT see a certificate prompt, please contact
support@strongkey.com for help.

th o Lo
3 " Selact a certificate for authentication
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- ENTER SECURITY KEY PIN

The next dialog box will prompt for the YubiKey 5C NFC's PIN. Enter and click OK
to continue. This PIN should have been provided to you by the Administrator of
the SB2 site.

For instructions on changing the PIN, refer to the Appendix of this guide.

Windows Security X

Smart Card

Please enter your PIN.

ssense @

Click here for more information

<= -
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- SB2 PLATFORM LANDING PAGE

Upon successful authentication with the digital certificate, the following one time
SB2 Landing Page will be displayed. This page has three (3) sections:
* On the left-hand side, some details of your digital certificate will be displayed
(Critical details have been redacted to protect privacy.).
* Legal disclosures for the SB2 platform are located in the middle section. You
must agree to the terms disclosed before continuing with this process.

* Use the right-hand panel to nickname your Security Key. This makes it easier
to identify each key if using more than one.

YSTRONGKEY SB2

Your Digital Certificate Disclosures. Wour Security Key

TERMS & CONDITIONS

Review and accept the terms and conditions in the Disclosures panel. The ‘I
agree” box must be checked before proceeding with Security Key registration.
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- GIVE SECURITY KEY NICKNAME

In the Security Key panel on the right, enter a descriptive nickname for the key in
the "Name" field. Then select Register to complete the process. Names are
typically short (up to 16-20 alpha-numeric characters), such as:

* John's YubiKey 5C Security Key for sb2.strongkey.com

* YubiKey for sb2.strongkey.com

SB2FPROD DCCUSENTATION

- SECURITY KEY SETUP

Click OK.

Windows Security X

Security key setup

Set up your security key to sign in to strongkey.com as
rrrwin10yk@strongkey.com.

This request comes from Msedge, published by Microsoft
Corporation.

(e T
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- CONTINUE SETUP

Click OK.

Windows Security X

Continue setup

This will let strongkey.com see the make and model of your
security key

strongkey.com wants to create a credential on your security key.
This lets you sign in without having to type your username.

Note: A record of your visit to this site will be kept on your
security key.

ECEE) |

ENTER SECURITY KEY PIN

To continue adding a credential to the Security Key, enter the PIN and click OK.

This step is called User Verification (UV) in the FIDO ecosystem. It
confirms that the SB2PROD platform is interacting with the
legitimate Security Key owner by verifying your PIN, which should
never be shared. Each time you use your FIDO credential to sign in,
you'll complete this UV step as a required security measure.

Windows Security X

Continue setup

Please enter your security key PIN.

Q [eeeed
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TOUCH THE SECURITY KEY

To continue adding the credential, touch the metal contact visible on the Security
Key with your finger - it will have a light-emitting diode (aka LED) blinking to
indicate where it must be touched.

This step is called the “Test of User Presence” (TUP) in the FIDO
ecosystem. It ensures that no remote attacker can impersonate you,
because they would need both your Security Key and your physical
interaction at your computer. Each time you use your FIDO credential

to sign in to the SB2 platform, you'll complete this brief TUP check as
a security safeguard.

Windows Security X

Continue setup

Touch your security key.
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- REGISTRATION CONFIRMATION

Upon successfully adding the credential, a dialog box will confirm the registration
action. Click Continue to sign-in to the SB2 platform.

[Q’::S'I'RONGI(EY SB2

Your Digital Certificate

BBIEN sicnie iy

After clicking Continue, a prompt will appear prompting you to sign in with the
new credential. Verify you are signing in with the Security Key when
authenticating to the SB2PROD. Enter your PIN and Click OK.

Windows Security X
Making sure it's you
Please sign in to strongkey.com.

This request comes from Msedge, published by Microsoft
Corporation.

Please enter your security key PIN.

R ooooool o
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- TEST OF USER PRESENCE (TUP)

To continue the login procedure, touch the metal contact on top of the Security
Key - this confirms a user is present and attempting to sign in from that computer
with a legitimate credential on the Security Key.

Windows Security X

Making sure it's you
Please sign in to strongkey.com.

This request comes from Msedge, published by Microsoft
Corporation.

a8

Touch your security key.
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- THE SB2PROD PLATFORM DASHBOARD

CONGRATULATIONS! Your access to the SB2PROD Platform has been successfully
established, and your Security Key with your new FIDO credential is registered.
Your account name is displayed on the right side of the screen. You may click the
gear icon to edit your profile.

All SB2 users have access to two primary applications and:

* StrongKey CryptoCabinet (SKCC): For securely storing and sharing encrypted
files containing sensitive data.

* StrongKey Content Distribution (SKCD): For storing and sharing digitally
sighed, unencrypted documents.

* Settings, Notifications and profile picture.

Clicking either image on the SB2 Dashboard opens the application in a new
browser tab. Detailed user guides for both SKCC and SKCD are available
separately.

{STRONGKEY @D ==m e o @
Dashboard

e Hin Vil Sl
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APPENDIX

CHANGING PERSONAL IDENTIFICATION NUMBERS (PIN)

This appendix guides you through changing your PINs on the Yubico YubiKey 5C
NFC Security Key.

- CHANGING A YUBIKEY 5C NFC PIN

The Security Key is a very powerful cybersecurity device and represents the state-
of-the-art in multi-factor authentication (MFA) technology that does not use any
passwords. The MFA is supported by the:
* Possession factor - where the physical possession of the Security Key is
essential to the authentication process;
* Knowledge factor - where know the PIN to the Security Key is also essential
to the authentication process.

Since the Security Keys provided with the SB2 use two different NIST-approved,
passwordless authentication protocols, there are two containers for the
cryptographic keys used with the protocols. Each container is managed by a
separate PIN.

However, StrongKey recommends using the SAME PIN for both containers of the
Security Key to reduce the burden on users. As long as the Security Key is safely in
the possession of the legitimate user, and the legitimate user is NOT sharing the
PIN to the Security Key with anyone, the user will be complying with one of the
strictest security policies recommended for access control.

This document outlines the process for changing the two required PINs - one for
the PIV certificate and the other for the FIDO credential.
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OPENING THE YUBICO AUTHENTICATOR APPLICATION

To begin, access the Yubico Authenticator application by clicking the Windows
start icon from the Windows taskbar.

=), D 582 Cenificates - Pr._ l Debut

SELECT YUBICO AUTHENTICATOR

Search for Yubico Authenticator and click Open when it appears.

Authenticator

Yubice Authenticator

™ sz Cenincates -vr.. [ Debur
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THE YUBICO AUTHENTICATOR APPLICATION

When you open the application, it displays the messages 'No YubiKey present' and
'Insert Your YubiKey".

If the 'No YubiKey present' message is not visible, expand the
application window to ensure all navigation options are clear.

Home

A Home

Insert your Yubikey

1 Settings

INSERT THE YUBIKEY 5C NFC

Plug the Security Key into the USB-C port.
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- IDENTIFYING THE USB-C PORT

Locate the USB-C port—typically found along the edge of the computer, it features
a compact design with smooth, rounded corners that set it apart from traditional
USB-A ports. The image below shows both a USB-C port and its matching male

connector.

- NO USB-C PORT? NO PROBLEM.

With the provided USB-A to USB-C adapter, simply plug the USB-A end into the
computer and insert the Security Key into the USB-C port.

The provided USB adapter pictured below.

sb2-howto-sb2prod-yubico-yubikey-users-guide-windows10-v3l.odt, July 8, 2026, P 50



CHANGING THE DIGITAL CERTIFICATE PIN

Plugging in the key loads the home screen. Navigate to the left and click the
Certificates icon from the menu.

" X
H 0 m e DEVICE
. Toggle applications
Yubikey 5C NFC # € N ratiiiduacia spplicaons
A Home 3 -
Seral number: 27305601 B Factery reset
Firmware version: 5.4.3 Restore YubiKey defaults

&a Accounts

Yubico OFP PIV OATH OoenPGP  YubibSM Aulh

= FbOIE  Fibo2
2y Passkeys

3 Certificates

{3 Slots

81 Settings

CHANGE PIN

Select the Change PIN option from the Manage menu on the right.
"
o
Certificates B e
Authentication

£1 Home StrongAuth Inc, SB2TLSCLIENT,1.3.6.1.4.1.105
. e Digital Signature ; iy
22 Accounts Mo certificate loaded
2y Passkeys e ::y x;::?:‘:ux &= g:lf?i?i"ff.fim
B cCertificates ard Authentication

o @ e
33 Slots.
81 Settings
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- ENTER PIN INFORMATION

* In the top field, enter the default PIN: 123456.

* Enter the new PIN in the middle field. The PIN must contain 6 to 8
characters.

* Re-enter the new PIN in the final field to confirm.

Change PIN

A PIN must be a1 beas: 6 charactens long.

= [

- SAVE NEW PIN

Click Save. The application returns to the previous screen. If the process is
successful, a “PIN changed” notification briefly appears at the bottom of the
screen.

Change PIN

A PIN must be a1 least & characters lang.

m [
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CHANGING THE FIDO CREDENTIALS PIN

To update the second PIN, click on the Passkeys menu option to the left.

StrongKey recommends using the same PIN for the Security Key.

L2}
= a
Certificates
e Change PIN
Authentication 2 attempts remaining
G Home StrongAuth Ine, SB2TLSCLIENT1.3.6.1.4.1.105
snge PUK
Digital Signature Ml e
£a Accounts Mo cerificate loaded
@ Management key
29 Passkeys Key Management PIN can be used instead
Mo certificate loaded
BB certificates Card Authentication
N certificate loaded
Q‘; Slots
$ Settings

PASSKEYS MENU

In the Passkeys menu, select Request Access.

Passkeys po

(] Home

Sx Accounts

&y Passkeys
E certificates

% Slots

ﬁl Settings
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YUBICO AUTHENTICATOR APPLICATION PERMISSION

The Yubico Authenticator application will ask Windows for permission to
implement changes on the computer. Click yes.

- CHANGE PIN OPTION

Select the Change PIN option located on the right of the screen.
Ll

= o
Passkeys e

(Rl Home inE o

2y Passkeys

E certificates

& Slots

31 Setlings

sb2-howto-sb2prod-yubico-yubikey-users-guide-windows10-v3l.odt, July 8, 2026, P 54



- ENTER PIN INFORMATION

* In the text field marked Current PIN type in your current PIN. If you have not
changed it, it is 123456 by default.

* In the text field marked New PIN enter a new PIN of your choice. It must be a
minimum of 6, and up to 63 characters.

* In the text field marked Confirm PIN enter the same PIN you selected.

Change PIN
Current PIM
[ | seeeeees @
/a3
Hew FIN
[ | sesveese &
& PIM must be 4-63 characters long and may contain letters, numbers and 263
special characters.
Conf |
= [ ........ &
863
Cancel Save
SUCCESS!

The display will return to the Passkeys menu, and a notification stating "PIN Reset"
will briefly appear at the bottom of the screen.
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