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- SWISSBIT iSHIELD KEY 2 PRO

This guide will help you set up your Swissbit iShield Key 2 Pro ("iShield2") by
installing the necessary software and drivers. It also covers how to configure your PC
to access the StrongKey Production SB2 cluster ("'SB2PROD").

The SB2PROD platform allows you to:
» Securely share information with StrongKey using the SKCC app.
» Download Tellaro software releases via the SKCD app.
» Access new secure services as StrongKey expands its customer support tools.

The StrongKey Support Team

PREREQUISITES

* Windows 11

* Edge version Browser, 145.0.3800.97

* Swissbit iShield Key 2 Pro

* Internet Connection

* USB-C port or USB-C-to-USB-A adapter
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SECTION A

INSTALLING THE SWISSBIT iSHIELD KEY MANAGER

The The Swissbit iShield Key Manager is necessary to use the iShield2 Security Key.

- DOWNLOAD iSHIELD KEY MANAGEMENT KIT: PART 1

To download the iShield Key Management Kit for Windows 11, go to
https.//www.swissbit.com/en/my-swissbit/download-center. Next, scroll down to
Authentication Products and expand by clicking the plus icon.

Authentication Products

ishield Key 2 @
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DOWNLOAD SWISSBIT iSHIELD KEY MANAGEMENT KIT:
PART 2

Select iShield Key 2 (USB-C / NFC) and click the down arrow.

Authentication Products

ishield Key 2 x

t ishield Key 2 (USB-C | NFC) A4 b ishield Key 2 (USB-A | NFC) A

Downigads with a @ symbal ara anly available afier login

DOWNLOAD SWISSBIT iSHIELD KEY MANAGEMENT KIT:
PART 3

Download the iShield Key Management Kit (Windows) zip file by clicking the link.
When Microsoft Edge displays a pop-up confirming the download, click Open file.
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- NO POP-UP WINDOW? NO PROBLEM.

If the pop-up does not appear, or is inadvertently closed, access the downloaded
file by clicking the 3-dot menu on the right side of the MS Edge tool bar. Next,
click on Downloads in the drop-down menu.
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- CLICK EXTRACT ALL

After selecting Downloads, extract the Swissbit files from the ZIP folder. Click
Extract all.

et b Mot K K
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SELECT DESTINATION FOLDER

After choosing the destination folder, ensure the ‘Show extracted files when
complete’ option is selected. Click Extract.

w Extract Compressed (Zipped) Folders

Select a Destination and Extract Files

Files will be extracted to this folder.

Ci\Users\Cypher\,Downloads\iShield_Key_Management_Kit_ Windows (1) Browse...

B Show extracted files when complete

Cancel

OPEN FILE

Double-click or Right-click the file to open.

Shisk Koy Managurment KL Wi
[
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OPEN THE iKM (iSHIELD KEY MANAGER) FOLDER

Next, open the iKM folder.
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OPEN iSHIELD_KEY_MANAGER.MSIX

Double-click or right-click the “ishield_key manager.msix” file and follow the
prompts.
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CLICK INSTALL

Click Install.

Install iShield Key Manager?

Publisher: Swissbit Germany AG

Version: 1.14.1.0

Source: C\Users\Cypher\Downloads\iShield_Key Management_Kit_Windows
(1)\iShield_Key_Management_Kit_Windows\iKM\ishield_key_manager.msix

Capabilities:

» Uses all system resources

= Access your Internet connection
» Run as administrator

B Launch when ready Cancel

@ | Internet applications can potentially harm your computer. If you do not trust the
“# source, do not install this software. Learn more

END USERS LICENSE AGREEMENT

Scroll to the bottom of the window and check the box that states you have “read
and understand” the terms. Click Confirm.

Shield Key Manager u]

End Users License Agreement (EULA)

contral laws, including the U.S. Export Administration Act and its
associated regulations, and may be subject to export or import
regulations in other countries. You will comply strictly with all
regulations and has the responsibility to obtain any licenses required to
export, re-export, or import Software or Documentation.

This Agreement shall be interpreted under the laws of Germany without
reference to conflict of laws principles and without regard to the United
Nations 1980 Convention on Contracts for the International Sale of
Goods and any amendments thereto.

Except for payment and confidentiality obligations, or protection of
intellectual property, neither party is responsible for any delay or failure
in performance of this EULA to the extent due to causes beyond its
reasonable control,

The place of jurisdiction is Berlin (Germany).

If any part, term, or provision of this Agreement shall be held illegal,
unenforceable, or in conflict with any law of a federal, state, or local
government having jurisdiction over this Agreement, the validity of the
remaining portions or provisions shall not be affected thereby.

| have read and agree to the terms of the End User License Agreement
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iISHIELD KEY MANAGER

After clicking “confirm,” the iShield Key Manager will open automatically to the
Dashboard. After reviewing, you may close the iShield Key Manager application.

s

iShield Key Manager

Dashboard

¥ iShield Key 2 Pro MIFARE o~ FIDO2 ) Passcode [ & PV (%)
i HO 7 I Identity Verificat

The ishield Key Manager must be run as an -
dministrator and your iShield Key must be Please select a slot v X.509 Certificates

nnnnnn ted via USB to configure FIDO2. p— Installed: 1/25
-
Alternatively use the Windows settings to Code  ooeses
> manage your FIDO2 PIN: Settings > Account >
> ign-in s >

Sign-in options > Security Key > Manage

rsion
V360 OpenFIPS201 v1.4.1

PIN

| e

602782540039 Factory Reset l

112 Details & Settings > J | Details & Settings > J
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SECTION B

INSTALLING THE SWISSBIT MINIDRIVER FOR WINDOWS T

This software is essential for enabling the use of a Swissbit iShield2 Security Key
on your computer. Before beginning the installation process, please review the
process and ensure your computer meets all prerequisites.

- OPEN THE iSHIELD FOLDER

Open File Explorer and navigate to your Downloads folder and locate the
iShield_Key Management_Kit_Windows folder.

Double-click the folder to open it; or right-click and select Open from the menu.
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OPEN THE MINIDRIVER FOLDER

Right-click or Double-click the minidriver folder.
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INSTALL THE MINIDRIVER

Double-click the OpenSC “win64” minidriver. This will launch the iShield install
wizard.
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iISHIELD KEY SETUP WIZARD

Follow the onscreen prompts. Click Next.

2B OpensC for Swissbit iShield Key (64bit) Setup = X
Eﬂpen’&ﬁ Welcome to the OpenSC for Swissbit
iShield Key (64bit) Setup Wizard

The Setup Wizard will install OpenSC for Swissbit iShield
Key (64bit) on your computer. Click Next to continue or
Cancel to exit the Setup Wizard.

Back ‘m. Cancel

SELECT SETUP TYPE

Select Typical.

- OpenSC for Swissbit iShield Key (64bit) Setup = X
Choose Setup Type
Choose the setup type that best suits your needs g upensc
v )
T —

stalls the most common program features. Recommended for most users.

Custom

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.

Complete
All program features will be installed. Requires the most disk space.

Back Next Cancel
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INSTALL MINIDRIVER

Click Install, then approve the prompt allowing the Wizard to make changes to
your computer.

W OpenSC for Swissbit iShield Key (64bit) Setup = X

Ready to install OpenSC for Swissbit iShield Key (Mblg OpenSC

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

FINISH INSTALL

Click Finish. The Swissbit minidriver install is complete.

20 OpenSC for Swissbit iShield Key (64bit) Setup = X
Bﬂpensc Completed the OpenSC for Swissbit
iShield Key (64bit) Setup Wizard

Click the Finish button to ext the Setup Wizard.

SB2-HowTo-SB2PROD-swissbit-ishield-key2-pro-user-guide-windowsl11-v3l.odt, July 2, 2026, P 14



SECTION C

IMPORTING SB2 ROOT CA & SB2 SUBORDINATE CA
CERTIFICATES INTO THE TRUST STORE

When using Security Keys with digital certificates for authentication to an SB2
site, the SB2 Root Certificate Authority (CA) certificate of the site is a critical

component in establishing trust between your browser and the site. It ensures the
digital certificate on your Security Key was issued by that SB2 site and is
currently valid.

- ACCESS THE SB2PKI PAGE

All required CA certificates are available for download from the SB2 PKI page at
https://www.strongkey.com/sb2pkKi.
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https://www.strongkey.com/sb2pki

SB2 CA CERTIFICATES

Next, download the three SB2 Production CA certificates from the left side of the
page.

Download the certificates starting with the Root CA.
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DOWNLOADING THE SB2 ROOT CA

First, click the Download Root CA button. The download will begin automatically,
and you'll see a dialog box confirming the file name once the process is complete.

REPEAT this process for the Sub CA1and Sub CA 2 certificates.
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NAVIGATE TO THE WINDOWS START ICON

After clicking the Windows Start icon, search for Manage user certificates to find
the settings application for overseeing and configuring security certificates,
including importing. Next, select the Manage user certificates application.

The Manage user certificates application is also known
as certmgr (short for Certificate Manager). In this document, these
terms are used interchangeably.
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OPEN TRUSTED ROOT CERTIFICATION AUTHORITIES
FOLDER

To begin, expand the certmgr window by clicking and dragging the borders to a
larger size. This will provide a better view of the digital certificates.

Next, click the down arrow next to the Trusted Root Certification Authorities folder
to expand it, revealing the Certificates folder.

"B = t tiflcat Austhort O

B ceetmagr - [Certificates - Cument User Truste
File Adion View Help
e Am 0 85 Bm

Sl Centificates - Current User . Obgect Type
> Persanal
=] Trusted Certification Autharities

ooy
Enterprise Trust

] intermediate Certification Autharities
» [ Active Direciory User Object

| Trusted Publishers

| Urtrusted Centificates

o 1 Thind-Party oot Certification Autharities i k4
» ] Trusted Peaple

» ] Chient Authentication lssuers
| Other People
Local NonRemovable Certificates
.| Centificate Enroliment Requests
v [ Smart Card Trusted Roots

Certificates

Trusted Root Certification Authenties store contains 52 certificates.

INITIATE THE SB2 ROOT CERTIFICATE IMPORT

Right-click the Certificates folder to open the context menu.

Select All Tasks, and click Import to start the Certificate Import Wizard.

i certmgr - [Certificates - Curment User\Trusted Root Certification Authorities\Certificates) = (m} =
File Achon  View Help

« fm O &z Bm
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- wc; Al Tackes > m Public Primary Cerfificati.  Class 3 Public Primary Cartification - 8/1/2028 Clignt 4

) - En
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B Tuste Refresh tDlglCert Assured ID Root CA DhgiCert Assured ID Root CA a0 Client A
] Uvikrus Brpeut sk g DigiCert C5 RSAA096 Root G5 hgiCent C5 R3A4M0% Root G5 171472046 Code i
4 Third- ities g/ DigiCert Global Root CA DigiCert Global Root CA 11/5/2031 Client &
T Trustes el a) DigiCert Global Root G2 DigiCert Global Root G2 111572038 Client &
7 Client Authentication |ssuers 3 DigiCert Global Root G3 DhgiCent Global Root G3 1152038 Client A
| Cither Feople 3) DigiCert High Assurance EV Roa_  DigiCert High Assurance EV Root CA  11/5/2031 Client #
] Local Manfemavable Certificates e/ DigiCert TLS RSAA0M Root G5 DigiCart TLS RSAL096 Root G5 11472048 Client A
Certificate Enrollment Reguests L) DigiCert Trusted Root G4 [DigiCert Trusted Root G4 1/15/2038 Client A

" Smart Card Trusted Roots L g/ Entrust Root Certification Autho_  Entrust Root Certification futhorit-  12/7/2030 Client &
o) Entrustnet Certification Authont.  Entrustnet Cartificstion Authonty (. 7/24/2029 Client A

Add a certificate to o store
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CERTIFICATE IMPORT WIZARD

The Certificate Import Wizard will open. Click Next to proceed.

&= Centificate Import Wizard

Welcome to the Certificate Import Wizard

Thes wizard Pels wou' copy Cermcates, Certficane Tust ke, And Cerfcane revnoamen ke
From your disk i & certificate siope,

A certficate, which is ssued by a certficaion authorty, & a confirmation of your identty and
contains information usad to protect dath of 1o estabish secure netwark connections. A
cenficate siore |5 the system area where cenficates are kept.

Swre Locason

Curment User

acal Machine

Tos coanvtining, chck Nest.

LOCATE THE SB2 ROOT CA CERTIFICATE

Click the Browse button to locate the SB2 Root CA certificate file.

€ &= Centificate Import Wizard

File to import
Specify the file you want to import.

File name:

Note: More than ene certificate can be siored in 2 single file in the following formats:
Personal Information Exchange- PKCS #12 (.PRX,.P12)
Crypographic Message Syntax Standard- PKCS #7 Centificates (.P7B)
Microsoft Serialized Certificate Store (.55T)

Mext Cancel
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OPEN THE SB2 ROOT CA CERTIFICATE

To find the SB2 Root CA Certificate, go to the SB2ProdRootCA. crt file's location,
which is typically the Downloads folder. Once the SB2ProdRootCA.crt is located,

select it and click Open.
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VERIFY THE SB2 ROOT CA CERTIFICATE IS SELECTED

Verify the file being imported is the SB2ProdRootCA then click Next.

& &¥ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
C:\Users\Cypher\Downloads\SB2ProdRootCA (10).crt Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.SST)
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SELECT CERTIFICATE STORE

Ensure the Certificate Store field indicates the digital certificate will be added to
the Trusted Root Certification Authorities store before clicking Next to continue.

€ L* Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

") Automatically select the certificate store based on the type of certificate
O Place all certificates in the following store
Certificate store:
Trusted Root Certification Authorities

e

FINISH IMPORTING THE SB2 ROOT CA CERTIFICATE

Review the certificate store name, certificate details, and file name in the next
dialog box, then click Finish to complete the import process.

€ &* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

You have specified the following settings:

Certifcate Store Selected by User _ Trusted Root Certification Authorities
Content Certificate

File Name: C:\Users\Cypher\Downloads\SB2ProdRootCA (10).crt
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- SECURITY THUMBPRINT

A security warning will be displayed regarding the Root CA Certificate. Make sure
the name of the certificate and the Thumbprint (shal) shown in the warning
window match the content shown here:

SB2 RootCA
6DCFFF6D D5B73DF9 26511DB6 9D0B4914 F1649542

If it matches identically, click Yes.

If the Thumbprint of the CA certificate does not match, contact the
Administrator of the SB2 site. This step represents the most
important step in establishing trust in the SB2 platform.

Security Warning

You are about to install a certificate from a certification authority (CA)
claiming to represent:

SB2 RootCA

Windows cannot validate that the certificate is actually from "SB2
RootCA". You should confirm its origin by contacting "SB2 RootCA".
The following number will assist you in this process:

Thumbprint (sha1). 6DCFFFED D5B73DF9 26511086 9D0B4914
F1649542

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click “Yes" you acknowledge this
risk.

>

A SUCCESSFUL IMPORT

Once the SB2 Root CA Certificate is imported successfully, a confirmation
message will appear. Click OK to continue.
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VERIFY SB2 ROOT CA IN CERTIFICATES LIST

If you scroll down the list of CA certificates on the right-hand side of this window's

panel, you will see the SB2 RootCA certificate in the list.
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VERIFY SB2 ROOT CA: PART 1

By double-clicking the SB2 Root CA certificate - or right-clicking the mouse
button and selecting Open, you should see the following window. Click the
Certification Path.

.
] Certificat X

erert s (Gt )

“ Certificate Information

This certificate is intended for the following purpose(s):

 All issuance policies
+ Al application policies

Issued to: SB2 RootCA

Issued by: SB2 RootCA

Valid from 11/19/2025 to 11/19/2035

Issuer Statement
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- VERIFY SB2 ROOT CA: PART 2

In the Certification Path tab of the SB2 Root CA certificate, you should be able to
confirm these two important attributes of the certificate:
* That the certificate symbol in the Certification Path sub-panel at the top
does not have any yellow warning symbol associated with it, and
* The Certificate status sub-panel at the bottom should state that “This
certificate is OK.”

| Certificate

General Details Certfication Path

Cer
(| C4l sB2 Rootca

Ensure this icon, adjacent
to the certificate name,
represents a valid
certificate.

Certificate status:
IThis certificate is OK.

oK

- ADDING A FRIENDLY NAME: PART 1

Friendly names make identifying RootCAs easier in the certificates list. Follow
these steps to create a Friendly name for the SB2 Root CA:

a) Choose the Details tab.

b) Click Edit Properties.

a Certificate
General Detals  Certification Path

Show:  <All> ~

Feid vake
] Subject US, Stronghuth Inc, 1, 582 Roo...
 Public key ECC (521 Bis)
| Public key parameters ECDSA_P521
| 5] Authority Key Tdentifer KeyID=42b57a47176371062d...
(3 Subject Key Identifier 42b57a47176371062de4e60d...
|3, Basic Constraints Subject Type=CA, Path Length ...
4] Key Usage Certicate Signing, Off-ine CRL ...
(] Thumbprint 6ccfMi6ddSb73df26511db69d...

Edit Properties... Copy to File...

oK
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ADDING A FRIENDLY NAME: PART 2

c) Add name in Friendly name field.
d) Click Apply then click OK to finish.

ertificate Properties

General (Cross-Certificates OCSP  Extended Validation

Friendly name: $82 PROD
Description:
Certificate purposes

1 Enable al purposes for this certifcate
() Disable all purposes for this certificate
) Enable only the following purposes

Note: You may only edk certificate purposes that are alowed by
the certicaton path.

Server Authentication

Clent Authentication 1
Code Signing

Secure Email

Time Stamping

Microsoft Trust List Signing

Microsoft Time Stamping

Add Purpose..

T

VERIFY THE FRIENDLY NAME

Close the Certificate information window. The Friendly name field should now
display SB2 PROD.
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- INTERMEDIATE CERTIFICATION AUTHORITIES FOLDER

Just as you imported the SB2PROD Root CA certificate, you will now import the
two SB2PROD Subordinate CA (aka SubCA) certificates. The SubCA certificates
play a vital role in establishing the “certificate chain of trust" between the digital
certificate on your Security Key and the SB2 site.

Return to the certmgr application. Next, click the arrow next to the Intermediate
Certification Authorities folder to expand it, revealing the Certificates folder.
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INITIATING THE SB2 SUBORDINATE CA CERTIFICATE
IMPORT

To begin, right-click the Certificates folder to open the context menu. From there,
select All Tasks, and then click Import to start the Certificate Import Wizard.
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CERTIFICATE IMPORT WIZARD

The Certificate Import Wizard will open. Click Next to proceed.

& & Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust ksts, and certificate revocation lists
from your disk to a certificate store,

A certificate, which is issued by a cetification authority, is a confirmation of your identity and
contains information used to protect data or to establish secure network connections. A
certificate store is the system area where certificates are kept.

Store Location
Current Use:

Local Machine

To continue, click Next.

LOCATE SUBORDINATE SB2 CA1CERTIFICATE FOR
IMPORTING

Click the "Browse" button to navigate to and select the Subordinate CA certificate
file.

€ &~ Certificate Import Wizard

File to Import
Specify the fie you want to import.

File name:

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX, P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7E)
Microsoft Serialized Certificate Store (.SST)

Next Cancel
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OPEN THE SUBORDINATE SB2PROD CA 1 CERTIFICATE

To find the SB2ProdSubordinateCAl.crt certificate file, go to the file's location,
which is typically the Downloads folder. Once the SB2ProdSubordinateCAl.crt file
is located, select it and click Open.

&
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CERTIFICATE VERIFICATION

Verify the correct SB2 Subordinate CA Certificate file has been selected. The name
of the file will automatically populate the File Name field upon selection. Click
Next to continue.

& & Centificate Import Wizard

File to Import
Speciy the file you want to import.

File name:
ChUserdCypher\DownloadSB2ProdSubordinateCAlert Browse...

Note: More than one certificate can be stored in a single fil in the following formats:
Persanal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certiicates (.P78)
Microsoft Serialized Certificate Store (.S5T)
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SELECTING CERTIFICATE STORE

Choose “Place all certificates in the following store” and ensure the certificate is
added to the Intermediate Certification Authorities certificate store. Click Next to
continue.

& &* Cenificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

) Automatically select the certificate store based on the type of certificate

1O Place al certificates in the folowing store
Certificate store:
Intermediate Certification Authorities Browse...

FINISH IMPORTING THE CERTIFICATE

Review the certificate store name, certificate details, and file name in the next
dialog box, then click Finish to complete the import process.

€ &* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you chick Finish.

You have specified the following settings:

Certificate Store Selected by User  interme: diste Certificate. Authorities
Content Certificate
File Name CiUsersiCypher\Downloads\SB2Pradsubordinatscal.cr
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A SUCCESSFUL IMPORT

Once the SB2 Subordinate CA 1 certificate is imported successfully, a confirmation

message will appear. Click OK to continue.

VERIFY SB2 SUBORDINATE CA1IS IN CERTIFICATES LISTS

Once the SB2 Subordinate CA 1 certificate is successfully imported, it will appear
in the Intermediate Certification Authorities list.
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- VERIFY SB2 SUBORDINATE CA1-PART1

By double-clicking the SB2 Subordinate CA certificate - or right-clicking the
mouse button and selecting Open, you should see the following window. Click
the Certification Path tab.

:
a | Certificate X
ot e

R Certificate Information

This certificate is intended for the following purpose(s):
* All application policies

Issued to: SB2 SubordinateCA

Issued by: 5B2 RootCA

Valid from 11/19/2025 to 11/19/2035

OK
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- VERIFY SB2 SUBORDINATE CA1-PART 2

In the Certification Path tab of the SB2 Subordinate CA certificate, you should be
able to confirm these two important attributes of the certificate:

* That the certificate symbols of the two certificates chained together in the
Certification Path sub-panel at the top, do not have any yellow warning
symbols associated with them, and

* The Certificate status sub-panel at the bottom should state that “This
certificate is OK."

s Certificate X

General Details Certfication Path

5] s82 PrOD

88552 SubordinateCh|
Ensure the two certificates
are chained and the
adjacent icons represent
valid certificates.
Certificate status:

This certificate is OK.

oK
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ADDING A FRIENDLY NAME: PART 1

Friendly names make identifying SubordinateCAs easier in the certificates list.
Follow these steps to create a Friendly name for the SB2 Subordinate CA 1

a) Choose the Details tab.

b) Click Edit Properties.

a | Certificate X

General Detais  Cartification Path

Show: <All> v

Feld Value

~version V3

| Serial number 7685e2642dc4b221cc9a9e5f1..
| Signature algorithm sha256ECDSA

| Signature hash aigorithm sha2s6

| Issuer US, StrongAuth Inc, 1, SB2 Roo.
| vald from Wednesday, November 19, 20.
| valid to Monday, November 19, 2035 4...
|- | subject US, StrongAuth Inc, 1,1, 582 S...

e EREe

Edit Propertes... Copy to ...

oK

ADDING A FRIENDLY NAME: PART 2

c) Add name in Friendly name field.
d) Click Apply then click OK to finish.

Certificate Properties ? X
General Cross-Certificates OCSP  Extended Validation

Friendly name:
Description:

Certificate purposes

© Enable all purposes for this certificate
() Disable all purposes for this certificate
(_) Enable only the following purposes

Note: You may only edit certificate purposes that are allowed by
the certification path.

Server Authentication

Client Authentication I
Code Signing

Secure Email

Time Stamping

Microsoft Trust List Signing

Micrasoft Time Stamping
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VERIFY THE FRIENDLY NAME

Close the Certificate information window. The Friendly name field should now
display SB2 PROD.

@ o
File Adion View Help

o HE L XES BHm

W Centificates - Curnent Liver lssueed To Iasued By Expiration Daty  Intended Purpeses  Frieedly Mame
> 8 Paranal CalMscrernatt TUS G2 RSACA DCSP 10 Mitroiet TLS RSA Rt G2 LrT ] Surver futhentication  <Nores
v I Tatsd Rool Canilioation hthuntiisn ColMicraaait TLS RSA Rost G2 it Glakal Roen 62 ARG Saever Authantication.  <Norsgs
N Corilcatun CalMiscrerscit TPM Root Certificate . Microncdt TRM Biool Certificate Aut. 127902039 <Ml <Norws
i :":i{:‘:mﬁmk” PRPER ClMurnnatt Updats Sacisns Sarver . Micreiadt Root Cartiticata Asthort. 622027 Sarvar Maithantication  <Naras
o Aodcii e LaIMirasaft Unclate Seaume Server . Macroseft Root Certificate Authorit 12132035 Server Authentication  «MNors
T CalMerasaft Windows Code Signin_ Merasodt Root Cerfilicate Asthoril  6/23/2035 <Al <Nore>
+ 0 Actes Diwtcey Liser Object Calmurosaft Windows Mandware C. Mscrosatt Root Authonty e Gode Signing Wind_  «<Noren
7 Wusted Publshary SlReot Agency Rt Agancy 1A <Ml
Unirusied Cortificates 502 SubordinsteCh 552 RootCA neems <Allz n2pROD
Thind-Party Rt Certification Authortes 21582 SubondinsteCh 582 RoolCh ERFr <l
Trusted People LSl502 SuboedinateCA 562 RootCa LT <Ml 582 DEMO
Chent Aaithesication Hsuses /302 SubardingteCA, 5hi RootCA SRS <All= 38211
Cthas Pucile CalSSLenm BV Code Sgming Intrm.. - SSLeam BV Bsot Certification Auth.  $02/2054 o Signing Neras
1 Local MonBemavable Cortficates ClSTM-KEVID- FE1TDTIDTISITOED.  Macraadt TPM Root Certificate At 5/0,2030 1351413142036, <Norwo
Coratis Envelent Redusssts LglwmmremitigneomiCPS reomby . Clans 3 Public Primary Contiication . 10042076 Sarver Authenticatic.  <Nerws

» [ Smart Card Trated Roots

dormediabe Cerirication Authorities store contans 2V cerhificates.

IMPORT THE SB2 SUBORDINATE CA 2 CERTIFICATE

Import the SB2 Sub CA 2 certificate by repeating steps C22 - C36 Remember to
verify the Sub CA 2 certificate is selected during the process.

RESTART THE COMPUTER

It is important to follow these exact steps to restart your computer:
a) Save all open work and close all active applications to prevent data loss.
b) Leave your Security Key (issued by the SB2 site) plugged into the USB port;
c) Restart your computer.
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VERIFY YOUR PERSONAL CERTIFICATE - PART 1

Follow these steps to open a Personal Certificate:
a) Open certmgr and navigate to the Personal folder.
b) Click the arrow next to the folder to expand it and reveal the Certificates
subfolder.
c) Select an SB2 Subordinate CA certificate.
d) Double-click the certificate to open it.

=
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VERIFY YOUR PERSONAL CERTIFICATE - PART 2

Verify that a certificate icon appears next to the Certificate Information heading,
then click the Certification Path tab.

&) Certificate
General Detais{{ Certification Path

-] Certificate Information

This certificate is intended for the following purpose(s):
+ Proves your identity to a remote computer

Issuedto: CIf Boyer
Issued by: SB2 SubordinateCA

Valid from 9/5/2025 te 9/5/2030

T You have a private key that corresponds to this certificate.

Statement

oK
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- VERIFY YOUR PERSONAL CERTIFICATE - PART 3

Verify that a chain-of-trust has been established, ending with your named
certificate. Confirm that the Certificate status displays: The Certificate is OK.

&
General Details Certification Path

Certification path

[54] 5B2 PROD
{Z5] 582 PROD
(] Ciifton Boyer

Certificate status:

This certificate is OK.
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SECTIOND

- ACCESSING AN SB2PROD INVITATION LINK

This section will review the steps of accessing the invitation link you received to
register a FIDO credential with your iShield2 Security Key with the SB2PROD site.

You must have the iShield2 Security Key - with Security Key PIN and the SB2PROD
Invitation URL that was sent to you for the FIDO registration process.

PLUG IN THE iSHIELD2 SECURITY KEY

Plug the Security Key into the USB-C port (or the USB-C to USB-A adapter)
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- IDENTIFYING THE USB-C PORT

Locate the USB-C port—typically found along the edge of the computer, it features
a compact design with smooth, rounded corners that set it apart from traditional

USB-A ports.

The image below shows both a USB-C port and its matching male connector.

- NO USB-C PORT? NO PROBLEM.

With the USB-A to USB-C adapter provided by the Administrator of your SB2 site,
simply plug the USB-A end into the computer and insert the Security Key into the

USB-C port.

The provided USB adapter pictured below.
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OPEN THE EDGE BROWSER

Open the Edge browser.

Q edgd
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FIND THE EDGE BROWSER DROP DOWN MENU

Click the three-dot icon in the upper-right corner. Then, select New InPrivate
window from the drop-down menu. Always use Edge InPrivate mode to access
the SB2PROD platform URL https://sb2.strongkey.com.
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https://www.yubico.com/support/download/smart-card-drivers-tools/

SB2PROD PLATFORM URL

In the InPrivate browser address bar, enter the provided SB2PROD Platform
invitation link. You will receive the link in an email from a member of the
StrongKey Team.

The SB2 registration invite URL is long so it will be advantageous to
use the “cut and paste” options. Here is an example of what the URL
will look like:

https://sb2.strongkey.com/sb2/register?
hash=3d500dec79f6ec257ebddcc56hj78ffl1f2d31d557d4c7bf5654

SELECT THE CERTIFICATE

A pop-up window will display the available certificates. The name in the prompt
should match your name, as created by the Administrator of the SB2 PROD site.
Select the presented certificate and click OK to proceed.

You will only see a certificate prompt if the SB2 Root CA and SB2
Subordinate CA certificates were imported correctly on your
computer. If you do NOT see a certificate prompt, please contact
support@strongkey.com for help.
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- ENTER SECURITY KEY PIN

The next dialog box will prompt for the YubiKey 5C NFC's PIN. Enter and click OK
to continue. This PIN should have been provided to you by the Administrator of
the SB2 site.

For instructions on changing the PIN, refer to the Appendix of this guide.
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- SB2 PLATFORM LANDING PAGE

Upon successful authentication with the digital certificate, the following one time
SB2 Landing Page will be displayed. This page has three (3) sections:

* On the left-hand side, some details of your digital certificate information will
be displayed (Critical details have been redacted to protect privacy.).

* Legal disclosures for the SB2 platform are located in the middle section. You
must scroll all the way to the bottom and agree to the terms disclosed
before you may continue with this process.

* Use the right-hand panel to nickname your Security Key. This makes it easier
to identify each key if you use more than one.

() STRONGKEY SB2

Your Digital Certificate Disclasures Yaur Security Key

a1 i ihnd WAL Sl e iy By

TERMS & CONDITIONS

Review and accept the terms and conditions in the Disclosures panel. The ‘I
agree” box must be checked before proceeding with Security Key registration.
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- GIVE SECURITY KEY NICKNAME

In the Security Key panel on the right, enter a descriptive nickname for the key in
the "Name" field. Then select Register to complete the process. Names are
typically short (up to 16-20 alpha-numeric characters), such as:

* John's iShield2 Security Key for sb2.strongkey.com

» Swissbit for sb2.strongkey.com

d | agree

ENTER SECURITY KEY PIN

To continue adding a credential to the Security Key, enter the PIN and click OK.

This step is called User Verification (UV) in the FIDO ecosystem. It
confirms that the SB2PROD platform is interacting with the
legitimate Security Key owner by verifying your PIN, which should
never be shared. Each time you use your FIDO credential to sign in,
you'll complete this UV step as a required security measure.

W Windows Seourny

. Save your passkey
W & e .

gaur security key PIN

lame

ERZPROD DOCUMENTATION
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TOUCH THE SECURITY KEY

To continue adding the credential, touch the metal contact visible on the Security

Key with your finger - it will have a light-emitting diode (aka LED) blinking to
indicate where it must be touched.

This step is called the “Test of User Presence” (TUP) in the FIDO
ecosystem. It ensures that no remote attacker can impersonate you,
because they would need both your Security Key and your physical
interaction at your computer. Each time you use your FIDO credential

to sign in to the SB2 platform, you'll complete this brief TUP check as
a security safeguard.

¥
Crganization
Frongaul unauthorized access, d sure,
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SB2PROD CONFIRMATION

Upon successfully adding the credential, a dialog box will confirm the registration
action. Click Continue to sign-in to the SB2 platform.

Click "Cantinue’ to proceed
te the iogin page.

NI X0 StronpAah, (ne. i Siromgey)
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After clicking Continue, a prompt will appear prompting you to sign in with the
new credential. Verify you are signing in with the Security Key when
authenticating to the SB2PROD. Enter your PIN and Click OK.

. Windows Security x

Sign in with a passkey

ﬁ Security key o

Passkey for strongkey.com

Enter your security key PIN

Security Key PIN

Choose a different passkey

—
Cancel

- TEST OF USER PRESENCE (TUP)

To continue the login procedure, touch the metal contact on top of the Security
Key - this confirms a user is present and attempting to sign in from that computer
with a legitimate credential on the Security Key.

@ Windows Security x

Sign in with a passkey

ﬁ Security key o

Passkey for strongkey.com

C

Touch your security key.

Choose a different passkey

Cancel
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- THE SB2PROD PLATFORM DASHBOARD

CONGRATULATIONS! Your access to the SB2PROD Platform has been successfully
established, and your Security Key with your new FIDO credential is registered.
Your account name is displayed on the right side of the screen. You may click the
gear icon to edit your profile.

All SB2 users have access to two primary applications and:

» StrongKey CryptoCabinet (SKCC): For securely storing and sharing encrypted
files containing sensitive data.

» StrongKey Content Distribution (SKCD): For storing and sharing digitally
sighed, unencrypted documents.

» Settings, Notifications and profile picture.

Clicking either image on the SB2 Dashboard opens the application in a new
browser tab. Detailed user guides for both SKCC and SKCD are available
separately.

({STRONGKEY @R s o @
Dashboard
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APPENDIX

CHANGING PERSONAL IDENTIFICATION NUMBERS (PIN)

This appendix guides you through changing your PINs on the iShield2 Security
Key.

- CHANGING A SWISSBIT iSHIELD2 PIN

The Security Key is a very powerful cybersecurity device and represents the state-
of-the-art in multi-factor authentication (MFA) technology that does not use any
passwords. The MFA is supported by the:
* Possession factor - where the physical possession of the Security Key is
essential to the authentication process;
* Knowledge factor - where know the PIN to the Security Key is also essential
to the authentication process.

Since the Security Keys provided with the SB2 use two different NIST-approved,
passwordless authentication protocols, there are two containers for the
cryptographic keys used with the protocols. Each container is managed by a
separate PIN.

However, StrongKey recommends using the SAME PIN to both containers of the
Security Key to reduce the burden on users. As long as the Security Key is safely in
the possession of the legitimate user, and the legitimate user is NOT sharing the
PIN to the Security Key with anyone, the user will be complying with one of the
strictest security policies recommended for access control.

This document outlines the process for changing the two required PINs - one for
the PIV certificate and the other for the FIDO credential.
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OPEN THE iSHIELD KEY MANAGER APPLICATION

To begin, access the iShield Key Manager application by selecting the Windows
start icon from the Windows taskbar.

SELECT iSHIELD KEY MANAGER

Search for the iShield Key Manager application. Click Run as administrator.

To change your iShield Key's FIDO2 PIN in Windows, you must run the
iShield Key Manager as an administrator. Windows requires these
elevated permissions to access specific security key settings. If you do
not run the app as an administrator, the Change PIN settings for the
FIDO2 container will remain inaccessible.

Q i

< ° Apps  Documents ~Web  Settings  Folders  Photos »

Find results in Documents
Best match

iShield Key Manager %
1% b

Apps 4 > iShield Key Manager
App
€&, iSCS! Initiator

E¥ Windows PowerShell ISE @ Oopen

B3 Windows PowerShell ISE (86)

3R Unpin from taskbar
Search the web 11+ >
£ Pinto Start

Q is - See more search results £ fropite
Q_ isolved login W Uninstall

B isco

Q  island browser

Israel Adesanya
Store 3 >

3 Visual Studio Code
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- THE iSHIELD KEY MANAGER APPLICATION

Upon opening, the application displays the screen shown below and indicates No
iShield Key Found.

iShield Key Manager 1
Dashboard

No iShield Key found...

Please connect your iShield Key via USB or NFC

INSERT THE iSHIELD KEY 2 PRO

Plug the Security Key into the USB-C port.
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- IDENTIFYING THE USB-C PORT

Locate the USB-C port—typically found along the edge of the computer, it features
a compact design with smooth, rounded corners that set it apart from traditional
USB-A ports. The image below shows both a USB-C port and its matching male

connector.

- NO USB-C PORT? NO PROBLEM.

With the provided USB-A to USB-C adapter, simply plug the USB-A end into the
computer and insert the Security Key into the USB-C port.

The provided USB adapter pictured below.
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CHANGING PERSONAL IDENTITY VERIFICATION (PIV) PIN

From the home screen, navigate to the lower right-hand side of the screen and
open the PIV's Details & Settings.

%] Key Manages ¥
Dashboard
¥ iShield Key 2 Pro MIFARE o~ FIDO2 o

The iShield Key Manager must be run as an
admiristrator and your iShield Key must be

connected via USE to configure FIDOZ
Alternatively use the Windows settings to
manage your FIDOZ PIN: Settings > Account =
Sign-in optiens > Security Key > Manage

PIN 1PIN
Serial Number
602782540039 Factory Reset -

wil2

@ Passcode 7} - N ]
HOTHs, 10195 and Passwords Personal dentity Verificatic
X.509 Certificates

Please select a slot - —

- Installect 1 / 25

-
Code  sassaa @ 0 /
w360 OpenFIP5201v1.41

Details & Settings > j
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CHANGE PIN OPTION

Select the Change PIN option.

Unless otherwise specified, each PIN on iShield2, must comply with
the following rules:
* PIN must be at least 6 characters long
* 4 identical characters are not permitted (e.g. 2222as), but PIN
with 3 identical characters is permitted (e.g. 222asd).

» Sequences of numbers are not permitted (e.g. 123456, abcdef).

iShield Key Manager

PIV; Details & Settings

¥.509 Certificates

Installed: 1 /25

= 9 [ Browse =

QpenFIPS201 w141

J

Cardholder Unique dentifier
533b30719d4e7 39daTI%cedI9ce TISAEIEOAE2 10842 1084210842 1087334 1030064367 b2d 1 df959chch ’EI &

Card Capability Container

53331015a00000071 16040281 37caf 344 3al67 3818 ac 30cBa 111012112012 01101 o e
fiable ficat
0 7
........ 0 e
e ————
PIN ‘l Unblock PIN
A Prco
o
Secure Messaging
Contactless Restrictions Enforce
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- ENTER PIN INFORMATION

a) Enter the default PIN (112233).
b) Enter the new PIN. The PIN must contain 6 to 8 characters.
c) Re-enter the new PIN to confirm then click Change PIN.

Change PIV PIN

— Current PIN

LE L L NN @
— New PIN
csees ®

— Repeat new PIN

........ ®

Cancel I { ChangePIN )

SUCCESS!

If the PIN was changed succesfully, a confirmation message will appear near the
bottom of the application. StrongKey recommends using the same PIN for
setting or changing the FIDO PIN.
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CHANGING THE FIDO PIN

Changing the PIN for the FIDO2 container uses the same procedure as outlined in
steps AP9 - APT1. If the Details & Settings button is not accessible, close the iShield
Key Manager and reopen but select Run as administrator (see Step AP3).

"B ik ey Manage - %
iShield Key Manager :
Dashboard

¥ iShield Key 2 Pro MIFARE o= FIDO2 ]
. Passkeys
’ ? O
PBTads21 SesdTadso08cTedsaTacld
r;\;z;sa‘s:ac.u’;s o
w2 Z Details & Settings » s
@ Passcode [~} & PV 2]

X.509 Centificates
Please select a slot - —
—_ Installed: 1/ 25
-
Co @ O 2
Kk

V360 OpenFIPS201 vid 1

Detalls & Settings » ] [ Details & Settings > )i

CHANGE PIN

Click Change PIN.

iShield Key Manager
FIDOZ: Detalls & Settings

. Passkeys
2/300
-? [ Browse = J

TTETa4821 3284 TH4Ba0B TeddBaTaald

140
A1

U2F, FIDO 2.0, FIDO 2.1

3 =" -

FiK

Raget
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ENTER NEW PIN

a) Enter the default PIN (112233).
b) Enter the new PIN. The PIN must contain 6 to 8 characters.
c) Re-enter the new PIN to confirm then click Change PIN.

Unless otherwise specified, each PIN on iShield2, must comply with
the following rules:
* PIN must be at least 6 characters long
* 4 identical characters are not permitted (e.g. 2222as), but PIN
with 3 identical characters is permitted (e.g. 222asd).
* Sequences of numbers are not permitted (e.g. 123456, abcdef).

Change FIDO2 PIN

Current PIN
( ...... ® ‘
Force PIN Change
New PIN
( ........ ® ‘

L O ‘

SUCCESS!

If the PIN was changed succesfully, a confirmation message will appear near the
bottom of the application. StrongKey recommends using the same PIN for
setting or changing the FIDO PIN.
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