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GETTING STARTED: SWISSBIT iSHIELD KEY 2 PRO & SB2PROD
PLATFORM

This guide will help you set up your Swissbit iShield Key 2 Pro by installing the
necessary software and drivers. It also covers how to configure your PC to access
the StrongKey SB2PROD cluster ("SB2PROD").

The SB2PROD platform allows you to:
* Securely share information with StrongKey using the SKCC app.

* Download Tellaro software releases via the SKCD app.

The StrongKey Support Team

- PREREQUISITES

* Windows 10

* Microsoft (MS) Edge Browser, version 146.0.3856.109
* Swissbit iShield Key 2 Pro

* Internet connection

* USB-C port or USB-C-to-USB-A adapter

- TABLE OF CONTENTS

A Installing the Swisbit iShield Key Manager 3

B Installing The Swissbit Minidriver for Windows 10 10

Importing SB2 Root CA & SB2 Subordinate CA Certificates
into Microsoft Truststore

Cl4 Security Thumbprint 22

D Accessing an SB2PROD Invitation Link URL 38

AP Appendix: Changing a Swissbit iShield Key 2 Pro Personal 50
Identification Number (PIN)

sb2-howto-sb2prod-swissbit-ishield-key2-pro-users-guide-windows10-v3l.odt, July 8, 2026, P 2



SECTION A

INSTALLING THE SWISSBIT iSHIELD KEY MANAGER

The The Swissbit iShield Key Manager is necessary to use the iShield2 Security Key.

- DOWNLOAD iSHIELD KEY MANAGEMENT KIT: PART 1

To download the iShield Key Management Kit for Windows 10, go to
https://www.swissbit.com/en/my-swissbit/download-center. Next, scroll down to
Authentication Products and expand by clicking the plus icon.

Authentication Products

ishield Key 2 @

Domninads with & @ ypmbol ws ool sssllsble afte login
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https://www.swissbit.com/en/my-swissbit/download-center

DOWNLOAD SWISSBIT iSHIELD KEY MANAGEMENT KIT:
PART 2

Select iShield Key 2 (USB-C / NFC) and click the down arrow.

Authentication Products

ishield Key 2 x

t ishield Key 2 (USB-C | NFC) A4 b ishield Key 2 (USB-A | NFC) A

Downigads with a @ symbal ara anly available afier login

DOWNLOAD SWISSBIT iSHIELD KEY MANAGEMENT KIT:
PART

Download the iShield Key Management Kit (Windows) zip file by clicking the link.
When Microsoft Edge displays a pop-up confirming the download, click Open file.

telbnaten oty medcaun. [Onaee BAGcwsenl D mey 8 G0 Ou [k ey & ins Bl eolemeati 8 1 o

[y g
Airansd_Ek: Ui, Eetdar)

@ ik ey FagETare £t
Traacte]

sb2-howto-sb2prod-swissbit-ishield-key2-pro-users-guide-windows10-v3l.odt, July 8, 2026, P 4




NO POP-UP WINDOW? NO PROBLEM.

If the pop-up does not appear, or is inadvertently closed, access the downloaded
file by clicking the 3-dot menu on the right side of the MS Edge tool bar. Next,
click on Downloads in the drop-down menu.
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CLICK EXTRACT ALL

After selecting Downloads, extract the Swissbit files from the ZIP folder. Click
Extract all.

Extract iShield_Key_Managernent_Kit_Windows (1) S o X

Frograms

Swriszhit
Bsteps

Extract To

4§ » TePC 5 Downloads » Shield Key Managernant Kit Windows (1) » w & Search Shield_Key_Manageme.. 0
%] Documents o & [ Hame " Tpe Compressed size Password Size Fatic

= Prckures + B iShield Key Managernent Kit W.. Fie

8 This PC
2 30 Objects
[ Desktop
| Documnents
- Downicads
B Music
= Pictures
B videos
i Local Disk iC:)
< Local Disk iD)

i Network ¥ € =
Tiem  1item selected 2t
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SELECT DESTINATION FOLDER

After choosing the destination folder, ensure the ‘Show extracted files when
complete’ option is selected. Click Extract.

§ Extract Compressed (Zipped) Folders

Select a Destination and Extract Files

Files will be extracted to this folder:

Show extracted files when complete

([ Extrat D Cancel

OPEN FILE

Double-click or Right-click the file to open.

Dt messfied

Ky Manageemert_Kit_Windaws

.
& Ahecir s it deViC
] Open with Visuai Stusio
G GUE Here
Gt Sk e
I Open Pk s Inteil IDEA Commmurity fciian Project
A Feproduci con VL.C
& Moveto OneDrve
53 Scan with Microsoft Defender...
Sive accesito >
Bemon preas vessons
Inchade inlbeaey >
FintoSteet
Sendto >
Cut
Copy
Creste shorteu
Delete
Fenama

Propertes
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OPEN THE iKM (iSHIELD KEY MANAGER) FOLDER

Next, open the iKM folder.
[ | = Shidd Key Management Kit Windews - o X
I o e view °
»* ﬁ dh i x _I T Mo item - » Woeen - [Hseeaan
= “ = Copy path * 7] Easyactess = —J Edit Select none
PntoQuick Copy Paste Mave  Copy Deiete Rename New % Propertics -
atenss [E] Paste sortest o= o~ - faider = lg@Histoy (T invert setection
Chptoard Organas b Open sotect
I © 4| e iSheld_Key_Management it Windows (1) » Shield Key_Management Gt Windows + v & | SearchiShueld_Key Mansgeme... 0
Hl Documerts # ~ [ baco % Date mocfied Troe Size
R CIL» R T
Progams 4 . & Y e folder
PLA0IN035_ # wanidver & 143 P/ Jle felder
AP stegs + CHANGELOG 788
Debut ] LICEMSE KB
j i b
Images
Switsbit
s OneDrive - Persor
I This PC
3 30 Objects
[ Desiciop
2 Decurments
& Downlcads
& Muasic
= Pictures
B videcs
e Local Disk (C)
o Local sk (011
b Netwerk L
Giterns 1 item selected e

OPEN iSHIELD_KEY_MANAGER.MSIX

Double-click or right-click the “ishield _key manager.msix” file and follow the
prompts.

[RERRE AR T - o 3%
“ Home Share View (7]
=9 J b cut % x _I TTH Mew sem = 9 (7] :JDm +  Efselectan

%= Copy path f ] easy access = dn Select none
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AP steps
Debut
Images
Swisshit

& OneDrive - Persor

I This PC
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[ Desktop
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& Downloads
B Music
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L Local Disk ()
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CLICK INSTALL

Click Install.

Install iShield Key Manager?

Publisher: Swissbit Germany AG

Version: 1.14.1.0

Source: C\Users\Cypher\Downloads\iShield_Key Management_Kit_Windows
(1)\iShield_Key_Management_Kit_Windows\iKM\ishield_key_manager.msix

Capabilities:

» Uses all system resources

= Access your Internet connection
» Run as administrator

B Launch when ready Cancel

@ | Internet applications can potentially harm your computer. If you do not trust the
“# source, do not install this software. Learn more

END USERS LICENSE AGREEMENT

Scroll to the bottom of the window and check the box that states you have “read
and understand” the terms. Click Confirm.

Shield Key Manager u]

End Users License Agreement (EULA)

contral laws, including the U.S. Export Administration Act and its
associated regulations, and may be subject to export or import
regulations in other countries. You will comply strictly with all
regulations and has the responsibility to obtain any licenses required to
export, re-export, or import Software or Documentation.

This Agreement shall be interpreted under the laws of Germany without
reference to conflict of laws principles and without regard to the United
Nations 1980 Convention on Contracts for the International Sale of
Goods and any amendments thereto.

Except for payment and confidentiality obligations, or protection of
intellectual property, neither party is responsible for any delay or failure
in performance of this EULA to the extent due to causes beyond its
reasonable control,

The place of jurisdiction is Berlin (Germany).

If any part, term, or provision of this Agreement shall be held illegal,
unenforceable, or in conflict with any law of a federal, state, or local
government having jurisdiction over this Agreement, the validity of the
remaining portions or provisions shall not be affected thereby.

| have read and agree to the terms of the End User License Agreement
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iISHIELD KEY MANAGER

After clicking “confirm,” the iShield Key Manager will open automatically to the
Dashboard. After reviewing, you may close the iShield Key Manager application.

B ishield ey Manager

iShield Key Manager
Dashboard
¥ iShield Key 2 Pro MIFARE o= FIDO2 ) Passcode [ & PV )
i HO ; re I Identity Verificat
The ishield Key Manager must be run as an -
dministrator and your iShield Key must be Please select a slot 3 — | X:30%Certiicates,
nnnnnn ted via USB to configure FIDO2. -— Installed: 1/25
N N Q
manage your FIDO2 PIN: Settings > Account >
4 Sign-in options > Security Key > Manage et ;
G | v3.6.0 OpenFIPS201 v1.4.1
PIN J
)
r Number
602782540039 Factory Reset [ |
w12 [ Details & Settings > J | Details & Settings > J

sb2-howto-sb2prod-swissbit-ishield-key2-pro-users-guide-windows10-v3l.odt, July 8, 2026, P 9



SECTION B

INSTALLING THE SWISSBIT MINIDRIVER FOR WINDOWS 10

This software is essential for enabling the use of a Swissbit iShield2 Security Key
on your computer. Before beginning the installation process, please review the
process and ensure your computer meets all prerequisites.

OPEN THE iSHIELD FOLDER

Open File Explorer and navigate to your Downloads folder and locate the
iShield_Key_Management_Kit_Windows folder.
Double-click the folder to open it; or right-click and select Open from the menu.
7w iShiesd_Key Management_Kit Windows (1) - 0 X
e - e
+ mOzs.. BB X= -l
hn:‘c;:.:nw Copy Paste [ Ptz ot | o C‘nop"; Delete. Rename e Pr
L o . ,wl'h.g PC » Dewnloads » |sh>dd_“'f::l-:awr{rﬂ_[n{_\\'indm :1}“-“ w & neld Key_Marageme... 0
e
140204035+ Pin to Quack access
Debist .; Adfadir & ks lista de VLC
= ] Open with Visual Studio
% Git GUI Here
Images % Gt Bash Here
Suigebit Bl Open Folder a¢ Intellil IDEA Commnity Edition Project
@ OneDrive - Persor & Reproducir con VLT
0 This PC 5 :r::'.::] :nf:::n Defender...
B 30 Objects
B Destop Give access to >
B B Fiestore previcus versicns
-« Inchude in Iibrany >
+ Do-»-ﬂms Bin to Seart
il srat >
B Video: o
i Local Disk (C) Copy
- Local Disk (D) Create shortout
3 ﬂ S ‘ ::'H‘::\!
item 1 itern selected Pmpm : -
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OPEN THE MINIDRIVER FOLDER

Right-click or Double-click the minidriver folder.

= | iShield_Key Management_Ka_Windows - o x

Il o e v -0
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Clipboard Grganize New Open Select
+ = 4 | w iShieid_Key_Management_Kit Windows (1) » iShield_Key_Management Kit Windows v/ @] | Search iShield_Key Manageme... 2
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& Pictures - o P felder
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J Downloads
B Music
& Pictures
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INSTALL THE MINIDRIVER

Double-click the OpenSC “win64” minidriver. This will launch the iShield install
wizard.

3 Manage raimidriver - o x

IO e | wae  ioe | douttiontaok e
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iISHIELD KEY SETUP WIZARD

Follow the onscreen prompts. Click Next.

%M OpenSC for Swissbit iShield Key (b4bit) Setup — X
E OpenSC Welcome to the OpenSC for Swissbit
iShield Key (64bit) Setup Wizard

The Setup Wizard will install OpenSC for Swissbit iShield
Key (64bit) on your computer. Click Next to continue or
Cancel to exit the Setup Wizard.

Back Cancel
et D

SELECT SETUP TYPE

Select Typical.

- OpenSC for Swissbit iShield Key (64bit) Setup = X
Choose Setup Type
Choose the setup type that best suits your needs g upensc
v )
T —

stalls the most common program features. Recommended for most users.

Custom

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.

Complete
All program features will be installed. Requires the most disk space.

Back Next Cancel
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INSTALL MINIDRIVER

Click Install.

ﬂ OpenSC for Swissbit iShield Key (64bit) Setup - X

Ready to install OpenSC for Swissbit iShield Key (64bit) g [IpenSC

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

sk Grea ) | conce

PERMISSION TO MAKE CHANGES

The next pop-up message will ask permission to allow the application to make
changes on your computer. Click YES.
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FINISH INSTALL

Click Finish. The Swissbit minidriver install is complete.

0 ac Completed the OpenSC for Swissbit
g i iShield Key (64bit) Setup Wizard

Click the Finish button to ext the Setup Wizard.
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SECTIONC

IMPORTING SB2 ROOT CA & SB2 SUBORDINATE CA
CERTIFICATES INTO THE TRUST STORE

When using Security Keys with digital certificates for authentication to an SB2

site, the SB2 Root Certificate Authority (CA) certificate of the site is a critical

component in establishing trust between your browser and the site. It ensures

the digital certificate on your Security Key was issued by that SB2 site and is
currently valid.

ACCESS THE SB2PROD PAGE

All required CA certificates are available for download from the SB2PROD page at

https://www.strongkey.com/sb2pki.

()STRONGKEY

StrongKey Tellaro Small Business Security Bundle (SB2) PRODUCTION

This page guides authorized users on configuring their PCs to work with StrongKey's
PRODUCTION SB2.
If you have any questions and have an authorized Security Key from StrongKey, please
e-mail support@stron ise please send e-mail to
=

SB2 Production How To Configure CA Certificates
CA Certificates
SwishitSecurity ey

& Download Sub CA1 PHHTML  Windows10 | Windows Tl macOs
& Download SubCA2 B POF: Windows10 | Windows 11 macOs

Yubikey Security Keys
DHTML | Windows10 | | Windows 1 macos

B POF. Windows10 | Windows 11 macOs
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https://www.strongkey.com/sb2pki

SB2 CA CERTIFICATES

Next, download the three SB2PROD CA certificates from the left side of the page.

Download the certificates starting with the Root CA.

{)STRONGKEY

StrengKey Tellaro Small Business Security Bundle [SB2) PRODUCTION

SB2 Production How To Configure CA Certificates

Swissbit Security Keys
DHTML  Windows10 | WindowsTl macos
@ PDF: Windows 10| Windows 1l macOs
Yubikey Security Keys
DHTML | windows10 | | windows Tl macos

B PoF Windows10 | Windows Tl macos

DOWNLOADING THE SB2 ROOT CA

First, click the Download Root CA button. The download will begin automatically,
and you'll see a dialog box confirming the file name once the process is complete.

REPEAT this process for the Sub CA1and Sub CA 2 certificates.

AR A
BT - L - L T L T e |IIEE -

(JSTRONGKEY e

582 Production How To Configure CA Certificates
Ca Certificates -
Swissbit Security Kays
ca a Wit | Windews maes
] Wedina T | Windes s
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NAVIGATE TO THE WINDOWS START ICON

After clicking the Windows Start icon, search for Manage user certificates to find
the settings application for overseeing and configuring security certificates,
including importing. Next, select the Manage user certificates application.

The Manage user certificates application is also known
as certmgr (short for Certificate Manager). In this document, these
terms are used interchangeably.

user certificates personal

r accounts windows 11
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OPEN TRUSTED ROOT CERTIFICATION AUTHORITIES
FOLDER

To begin, expand the certmgr window by clicking and dragging the borders to a
larger size. This will provide a better view of the digital certificates.

Next, click the down arrow next to the Trusted Root Certification Authorities folder
to expand it, revealing the Certificates folder.

e g O

B ceetmagr - [Certificates - Cument User\Trusted Root Cenification Authorthes|
File Adion View Help
o AmO0 G Hm

G Certificates - Current User
» 2 Personal
=] Trusted Certification Autharities

ot
Erterprize Trust

1 interrnediate Certification Authorities
» [ Active Direciory User Object

| Trusted Publishers
| Urtrusted Centificates

o 1 Thind-Party oot Certification Autharities i k4
» ] Trusted Peaple

» ] Chient Authentication lssuers
| Other People
Local NonRemovable Certificates
.| Centificate Enroliment Requests
v [ Smart Card Trusted Roots

Obygect Type

Certificates

Trusted Root Certification Authenties store contains 52 certificates.

INITIATE THE SB2 ROOT CERTIFICATE IMPORT

Right-click the Certificates folder to open the context menu.
Select All Tasks, and click Import to start the Certificate Import Wizard.
@ crnmgr - [Catteman - Curare Uian Tusted Rast Camiuaton Authont sud stheaey) - -] x
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CERTIFICATE IMPORT WIZARD

The Certificate Import Wizard will open. Click Next to proceed.

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust ksts, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, dick Next.

(0 Next D Cancel

LOCATE THE SB2 ROOT CA CERTIFICATE

Click the Browse button to locate the SB2 Root CA certificate file.

€ &* Certificate Import Wizard

File to Import
Spedify the file you want to import.

File name:

( BrowseD

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS =12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS 27 Certificates (P78)
Microsoft Serialized Certificate Store (.SST)

Ganct |
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OPEN THE SB2 ROOT CA CERTIFICATE

To find the SB2 Root CA Certificate, go to the sb2prodrootCA.crt file's location,
which is typically the Downloads folder. Once the sb2prodrootCA.crt is located,
select it and click Open.

& Open X
+ ‘, » This PC » Downloads » ~ O Search Downloads o
Organize v New folder = @M @
Programs # *  Name Date modified ol
PLAGKOS # ., Today (3)
D steps §
oz 5l SB2ProdSubordinateCA2 (1) T/6/2026 10:02 AM
Debut 3] SB2ProdSubardinateCA1 (1) ;
KM ) SB2ProdRootCA (1)
i ~ Last month (5)
@ OneDrive - Persor 5] sb2demosubca2
B This PC 5 sb2demosubcal

5 sb2demorootca (1)

1-RRRWin10-sb (SB2 demo)-SB2TLSCA
I Desktop iShield_Key_Management_Kit_Windows (1)
[ Documents

=B 3D Objects

~~ Earlier this vear (6) L
& Downloads cill >
File name: | SB2ProdReotCA (1) ~ | | X509 Certificate (*.cer®crt)

Con D e

VERIFY THE SB2 ROOT CA CERTIFICATE IS SELECTED

Verify the file being imported is the sb2prodRootCA then click Next.

& &* Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
C:\UsersYraula\Downloads\SB2ProdRootCA (1).at | Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS =12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS £7 Certificates (.P7B)
Microsoft Serialized Certificate Store (L55T)

(1 nNet D| cancel
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SELECT CERTIFICATE STORE

Ensure the Certificate Store field indicates the digital certificate will be added to
the Trusted Root Certification Authorities store before clicking Next to continue.

& & Cerificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select 3 certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place ol certificates in the following store

Certificate store:
‘ Trusted Root Cartification Authorities Browse... |

.' Cancel |

FINISH IMPORTING THE SB2 ROOT CA CERTIFICATE

Review the certificate store name, certificate details, and file name in the next
dialog box, then click Finish to complete the import process.

€ £* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘You have spedfied the following settings:

(ool R e e AN Trusted Root Certification Authorities
Content Certificate
File Name C:\Usersyraula\Downloads\SB2ProdRootCA (1).ot

[ Finish_D cancel
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- SECURITY THUMBPRINT

A security warning will be displayed regarding the Root CA Certificate. Make sure
the name of the certificate and the Thumbprint (shal) shown in the warning
window match the content shown here:

SB2 RootCA
6DCFFF6D D5B73DF9 26511DB6 9D0B4914 F1649542

If it matches identically, click Yes.

If the Thumbprint of the CA certificate does not match, contact the
Administrator of the SB2 site. This step represents the most
important step in establishing trust in the SB2 platform.

Security Warning

You are about to install a certificate from a certification authority (CA)
claiming to represent:

SB2 RootCA

Windows cannot validate that the certificate is actually from "SB2
RootCA". You should confirm its origin by contacting "SB2 RootCA".
The following number will assist you in this process:

Thumbprint (sha1). 6DCFFFED D5B73DF9 26511086 9D0B4914
F1649542

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click “Yes" you acknowledge this
risk.

>

A SUCCESSFUL IMPORT

Once the SB2 Root CA Certificate is imported successfully, a confirmation
message will appear. Click OK to continue.
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VERIFY SB2 ROOT CA IN CERTIFICATES LIST

If you scroll down the list of CA certificates on the right-hand side of this window's
panel, you will see the SB2 RootCA certificate in the list.
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VERIFY SB2 ROOT CA: PART 1

By double-clicking the SB2 Root CA certificate - or right-clicking the mouse
button and selecting Open, you should see the following window. Click the
Certification Path.

| Certificate

General - Detais (Gertcaton Par )

“ Certificate Information

This certificate is intended for the following pur (s):

» All issuance policies
» All application policies

Issued to: SB2 RootCA

Issued by: SB2 RootCA

Valid from 9/4/2025 to 9/4/2035

Issuer Statement
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- VERIFY SB2 ROOT CA: PART 2

In the Certification Path tab of the SB2 Root CA certificate, you should be able to
confirm these two important attributes of the certificate:
* That the certificate symbol in the Certification Path sub-panel at the top does
not have any yellow warning symbol associated with it, and

* The Certificate status sub-panel at the bottom should state that “This
certificate is OK.”

& Certificate

General Details Certfication Path

Cer
(| G4l sB2 Rootca

Ensure this icon, adjacent to
the certificate name,
represents a valid
certificate.

Certificate status:
[This certificate is OK.

oK

- ADDING A FRIENDLY NAME: PART 1

Friendly names make identifying RootCAs easier in the certificates list. Follow
these steps to create a Friendly name for the SB2 Root CA:
a) Choose the Details tab.

b) Click Edit Properties.

! Certificat
General Details  Certification Path

Show: <Al> ~

Feld Value

[ Jversion vi

| serial number 00818bfes7efSdce14aet8al2...
| signature algorithm sha2S6ECDSA

| - signature hash sigorithm sha256

[ Itssuer US, StrongAuth Inc, 1, SB2 Roo.
[ |vaid from Thursday, September 4, 2025 ...
[ vaidto Tuesday, September 4, 2035 1...
[ |subject US, StrongAuth Inc, 1, $B2 Roo...

amore.

oK
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ADDING A FRIENDLY NAME: PART 2

c) Add name in Friendly name field.
d) Click Apply then click OK to finish.

Certificate Properties ? X

General (Cross-Certificates OCSP  Extended Validation

Friendly name: |
Desaription: ‘

Certificate purposes
(®) Enable all purposes for this certificate
() Disable all purposes for this certificate
(O Enable only the following purposes
Note: You may only edit certificate purposes that are allowed by

the certification path.

/| Server Authentication
Client Authentication
Code Signing

/| Secure Email
Time Stamping

/| Microsoft Trust List Signing

/| Microsoft Time Stampina

-

Cancel

Add Purpose...

Apply

VERIFY THE FRIENDLY NAME

Close the Certificate information window. The Friendly name field should now

display SB2PROD.

T sy - [Cotcmes - Cumare (e Tumed Rast Cenfiation Asthona, Centfans] - o *
Fie Adion Wiow Heo
s 20z Em
J’-ﬂ:’u"-cmm i To b By meniedPuposes  Frendly Hane Samws  Cenficain Tem. =
i E— T3 Ge Dy Class I Comification . G Daddy Climt § Confisation Su Cliewt Sutbwnticali @ Dadily Clast 2
e CoJiGe Dusy Fooet Certemte Auth G Doy Raet Cenficate Suthor et Athanticati.  Gn Dudily Raet Cor.
- m‘:‘:‘“l TS P B2 TS Faet B4 e Atrentiati  GTS RoetRd
D el Ciils - JHAIE L Tt R A - 6] it 10 That e A 0 o Kathakinti.  Hatipst 10 Trat &
D At Dinary s e WMesbin Commereisl Boat €41 bsuTut Comnseisl gt €4 | R AL R Ty
St CLMRG Ry 11 1525 Rgat X1 e Aethaatipnii 25 Ragt 11
5 Wetustod Cenllicrtes o Logtee ing Bagan Vurled G4 Cocks Sgring . Codte gring “Manas
3 Third-Sy TPy Re_ Marseh i Rece Sacumlmal, Cods _ Microush hathanti
| shed Fraple Eal Micoaioft BCC Paodust Ract Ca. Micresoft [0T Produsct Mook Cart Mcrosat H0C Brod.
1 Chert Autharcsien muen ol Mecmancft U TS Ract Corkfica. Micrsacht (CE T6 Rack Cartficatn Mcroachi [EE TSR
1 boral HoaBemaable Cotfumes o Mot Root Sutberty Mcrpucht Kook fatbaonty
| Certficats Ervolimant foqurst: ol Mecmnoft Bt Cortifects Anth. Missaach oot orticats dubori.
1 Semuaat 4o Trantd Rosomny o Moot et Cirbfocite Sadh . Wbt Roct Cotioite S
ol Mrcsmsoit Boot Certifbeste dath.. Mursscht Reon Cotirane durbori
o Mol BSA e Cortvbicane  Pbarnsofs BSA Bt Comib e e
Lol Megntain Tiose Gaup Raan T Mhasnsils Tere Slamg Baos et
o 0 LASBIITY ACCES™ID, (cFT . MM LLABILITY ACORPTED, ic 7 ve.
=3 i Pt CA D Quetiadhs Rast A
) Crocadis Bt Cit § 61 Crwedacis oot Ca. 3 6
3l Gronvadia fioot Comification As_. Creelach Rect Carification Auth_.
Cal bl Roont & 362 oot
ColSecantins £4 dacuclhun G4 o
S Sacumiy i
Lo Secubty Commurication Asot..  Securiy Commurication ReckCAl SECOM Tt Syte.
o 5L e Rt Cortiication S 55L tivm R pt s it il i Fost Com
i Stnsiehd Chass 2 Comibimtion . Sta i Caes 2 Cemifiation Auth Suaslekd Ol 2 e
o sk Fion Caticane v 03 funic Fiopt Combecmtn Sothars. Tyt Pl ol
o Hasiekd Semites R Cetibom.. Tkl oevions Fam Covlie - ey Aorugge bareias L
3 Symantuc bnisspree Moksls s Syrvantes Enbsipres Moksds foos . 1001 -
L et Prmary Piost £ sy Prmny Ret CA e
o Thata i sz 2 Thuans Frvastarpe
AT Tetwtnr Chnbatpot {las 2 T Patatper B o [ Bans 7 TR T L] T Falatar fnnulin L]
TorneaRgar C e

sb2-howto-sb2prod-swissbit-ishield-key2-pro-users-guide-windows10-v3l.odt, July 8, 2026, P 25




- INTERMEDIATE CERTIFICATION AUTHORITIES FOLDER

Just as you imported the SB2PROD Root CA certificate, you will now import the
two SB2PROD Subordinate CA (aka SubCA) certificates. The SubCA certificates

play a vital role in establishing the “certificate chain of trust" between the digital
certificate on your Security Key and the SB2 site.

Return to the certmgr application. Next, click the arrow next to the Intermediate
Certification Authorities folder to expand it, revealing the Certificates folder.

InteemeSate Cealiann dhoenes o onses 51 Detfcaes.

- INITIATING SUBORDINATE CA CERTIFICATE IMPORT

To begin, right-click the Certificates folder to open the context menu. From there,
select All Tasks, and then click Import to start the Certificate Import Wizard.
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CERTIFICATE IMPORT WIZARD

The Certificate Import Wizard will open. Click Next to proceed.

£# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a cerfificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, dick Next.

(L het_ D cancel

LOCATE THE SUBORDINATE SB2 CA1CERTIFICATE

Click the "Browse" button to navigate to and select the Subordinate CA certificate
file.

€ £* Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

| Browse...

Mote: Maore than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serigized Certificate Store (.55T)

Next - Cancel
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OPEN THE SUBORDINATE SB2PROD CA 1 CERTIFICATE

To find the sb2prodSubCAl.crt certificate file, go to the file's location, which is
typically the Downloads folder. Once the sb2prodSubCAl.crt file is located, select

it and click Open.

& Open X
4 ¥ > ThisPC > Downloads » w O Search Downloads 2
Organize v New folder =~ M @
Programs  # # MName Date mcdm\ed 2
p1_40204035_ # w Today @
D st
2 [5) 5B2ProdsSubordinateCA2 (1)
Debut [ SB2ProdSubordinateCAT (1)
KM [ 5B2PredRoctCA (1)
R ~ Last month (5)
@ OneDrive - Persor. 5] sb2demosubea2
[0 This PC [5] sb2demosubceal
) [55] sb2demorootca (1)
- 3D Objects 1-RRRWin10-sb (SB2 demo)-5B2TLSCA
[ Desktop iShield_Key_Management_Kit_Windows (1)
B [locisnent: ~ Earlier this vear (6) E:
& Downloads v >
File name: | SB2ProdSubordinateCA1 (1) v | [x509 Centificate ("cerrct) -

CERTIFICATE VERIFICATION

Verify the correct SB2 Subordinate CA Certificate file has been selected. The name
of the file will automatically populate the File name field upon selection. Click
Next to continue.

€ &* Cerificate Import Wizard

File to Import
Spedify the file you want to import.

File name:
C:\Usersyaula\Downloads\SB2ProdSubordinateCAl (1).art I Browse... I

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (,PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (.55T)

e D canes
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SELECTING CERTIFICATE STORE

Choose “Place all certificates in the following store” and ensure the certificate is

added to the Intermediate Certification Authorities certificate store. Click Next to
continue.

€ & Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(@) Place al certificates in the following store
Certificate store:

| Intermediate Certification Authorites

A Net D cancel

FINISH IMPORTING THE CERTIFICATE

Review the certificate store name, certificate details, and file name in the next
dialog box, then click Finish to complete the import process.

& &+ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate wil be imported after you cick Finish.

fou have spedfied the following settngs:

el s e I [ntermedate Certification Authoribes
Certificate

Ci'\Wsersiraula\Downloads\SB 2ProdSubordinateCAL |

| A

Chnih P Conce
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A SUCCESSFUL IMPORT

Once the SB2 Subordinate CA 1 certificate is imported successfully, a confirmation
message will appear. Click OK to continue.

VERIFY SB2 SUBORDINATE CA1IS IN CERTIFICATES LISTS

Once the SB2 Subordinate CA 1 certificate is successfully imported, it will appear
in the Intermediate Certification Authorities list.
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- VERIFY SB2 SUBORDINATE CA1-PART1

By double-clicking the SB2 Subordinate CA certificate - or right-clicking the
mouse button and selecting Open, you should see the following window. Click
the Certification Path tab.

n | Certificate X

General Details i Certification Path,

B Certificate Information

This certificate is intended for the following purpose(s):
» Al application polices

Tssued to: 5B2 SubordinateCA

Issued by: 582 RootCA

Valid from 11/19/2025 to 11/19/2035

Issuer Statement

o ]

sb2-howto-sb2prod-swissbit-ishield-key2-pro-users-guide-windows10-v3l.odt, July 8, 2026, P 31



- VERIFY SB2 SUBORDINATE CA1-PART 2

In the Certification Path tab of the SB2 Subordinate CA certificate, you should be
able to confirm these two important attributes of the certificate:

* That the certificate symbols of the two certificates chained together n the
Certification Path sub-panel at the top, do not have any yellow warning
symbols associated with them, and

* The Certificate status sub-panel at the bottom should state that “This
certificate is OK.”

a | Certificate X

Ensure the two certificates
are chained and the
adjacent icons represent
valid certificates.

View Certificate

Certificate status:

’TM certificate is OK.
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ADDING A FRIENDLY NAME: PART 1

Friendly names make identifying SubordinateCAs easier in the certificates list.
Follow these steps to create a Friendly name for the SB2 Subordinate CA 1

a) Choose the Details tab.

b) Click Edit Properties.

n Certificate X

General Detals  Certification Path

Show: | <All> ~|

Field value 7.

[=] version v3

[ serial number 7585ee6420c4b22 10c9ae5f 1. .
Signature agorithm sha2S6ECDSA

[ signature hash slgorithm sha2ss
Issuer LS, StrongAuth Inc, 1, SB2Ro...

[ vaid from Wednesday, November 19, 20...

[ vaid to Manday, November 18, 2035 .,

[Hl driact I StronodithTnc 11887 Y]

Edit Propertes.., Copy to File...

ADDING A FRIENDLY NAME: PART 2

c) Add name in Friendly name field.
d) Click Apply then click OK to finish.

Certificate Properties T X
General CrossCertificates OCSP  Extended Validation

Friendly name: |

Description: { 7 ]

Certificate purposes
(®) Enable 2 purposes for this certificate
(O Disable all purposes for this certificate
(D Enable only the following purposes
Note: You may only edit certificate purposes that are allowed by
the certification path.
Server Authentication ~|
Client Authentication
Code Signing
Secure Email
Time Stamping
Microsoft Trust List Signing

Microsoft Time Stamping b
< >

Add Purpose. ..

=D o
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VERIFY THE FRIENDLY NAME

Close the Certificate information window. The Friendly name field should now

display SB2 PROD.

Moot B3 BCC o 6
oMt B G2 RS CA DO

Calicicont B GHRGACAOC

[ -

Calvcrooot R RS Root G2
Micratoht T Roct Comlcate A 120

Lo rosct 0 Ract Corficate

IMPORT THE SB2 SUBORDINATE CA 2 CERTIFICATE

Import the SB2 Subordinate CA 2 certificate by repeating steps C22 - C36.
Remember to verify the Sub CA 2 certificate is selected during the process.

RESTART THE COMPUTER

It is important to follow these exact steps to restart your computer:
a) Save all open work and close all active applications to prevent data loss.
b) Leave your Security Key (issued by the SB2 site) plugged into the USB port;

c) Restart your computer.
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VERIFY YOUR PERSONAL CERTIFICATE - PART 1

Follow these steps to open a Personal Certificate:
a) Open certmgr and navigate to the Personal folder.
b) Click the arrow next to the folder to expand it and reveal the Certificates
subfolder.
c) Select an SB2 Subordinate CA certificate.
d) Double-click the certificate to open it.

) certr - (Cenificate rrent LisaAPatsanal
File Action View Help
e HE O 4= =

Gl Cortificates - Clurment User lssued Ta lssued By Expiration Date  Intended Purpases
~ (2 Persanal B Bs08fcSe-6018-4606-a126-50495..  H608IcSe-Ch16-46e6-a126- 4040528, 3/T/202T <Al
Certifiates BB 1154- Vicda-44T4-02c0- 1665 Sbed1154-11cda-4474-92cf- 1650 9/8/2026 <All>
s L1 Trusted Root Certification Authoritios P lohlaRs int) Boyer 582 SubordinateCA GBR031 Client Authentication
Enderprise Trust SB2 SubordinateCA 95,2030 Client Authentication
Infermediate Certification Authorities - v 583 SubordinateCh e ] Clion | Austhanlication
Active Directory User Object @ clifton Boyer 582 SubordinateCA 35,2031 Client Authentication
 Trusted Publishers Binsh 4 S i Client Authenkicat
» [ untrusted Cenificates v' : rongKey 7 lent Authentication
Thirdl-Party Root Certification Authiorities v_'J test12 user 12 582 SubordinateCA 48203 Client Authentication
Trusted People SalVindous Winctows i e

| Chient Authentication lssuers

| Other Peogple
Local MonRemovable Certificates
Certificate Envollment Requasts
Srriart Card Trusted Roots

Persanal store containg 9 cenificates.

VERIFY YOUR PERSONAL CERTIFICATE - PART 2

Verify that a certificate icon appears next to the Certificate Information heading,
then click the Certification Path tab.

al Certificate
General Detais{{ Certification Path

f Centificate Information

This certificate is intended for the following purpose(s):
+ Proves your identity to a remote computer

Issued to: Clif Boyer
Ensure this icon, adjacent to
the certificate name,

represents a valid certificate.

Issued by: SB2 SubordinateCA

Valid from 9/5/2025 to 9/5/2030

T You have a private key that corresponds to this certificate.

Statemen

oK
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VERIFY YOUR PERSONAL CERTIFICATE - PART 3

Verify that a chain-of-trust has been established, ending with your named
certificate. Confirm that the Certificate status displays: The Certificate is OK.

n  Certificate X

General Detaid Certification Path

Certification path
il Se2PROD
-[5] sB2PROD
=

Ensure the three certificates
are chained and the
adjacent icons represent
valid certificates.

Certificate status:
This certificate is OK.
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SECTIOND

- ACCESSING AN SB2PROD INVITATION LINK

This section will review the steps of accessing the invitation link you received to
register a FIDO credential with your Swissbit iShield Key 2 Pro Security Key with
the SB2PROD site.

You must have the Swissbit iShield Key 2 Pro Security Key - with Security Key PIN
and the SB2PROD Invitation URL that was sent to you for the FIDO registration
process.

PLUG IN THE SWISSBIT iSHIELD KEY 2 PRO SECURITY KEY

Plug the Security Key into the USB-C port (or the USB-C to USB-A adapter)
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- IDENTIFYING THE USB-C PORT

Locate the USB-C port—typically found along the edge of the computer, it features
a compact design with smooth, rounded corners that set it apart from traditional

USB-A ports.

The image below shows both a USB-C port and its matching male connector.

- NO USB-C PORT? NO PROBLEM.

With the USB-A to USB-C adapter provided by the Administrator of your SB2 site,
simply plug the USB-A end into the computer and insert the Security Key into the

USB-C port.

The provided USB adapter pictured below.
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OPEN THE EDGE BROWSER

Open the Edge browser.

© Best match

a (™ Micosoft Edge '”‘

App

TE Search the web

osoft Edge

mare search resulls

FIND THE EDGE BROWSER DROP DOWN MENU

Click the three-dot icon in the upper-right corner. Then, select New InPrivate
window from the drop-down menu. Always use Edge InPrivate mode to access
the SB2PROD platform URL https://sb2.strongkey.com.
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SB2PROD PLATFORM URL

In the InPrivate browser address bar, enter the provided SB2PROD platform
invitation link. You will receive the link in an email from a member of the
StrongKey Team.

The SB2PROD registration invite URL is long so it will be
advantageous to use the “cut and paste” options. Here is an example
of what the URL will look like:

https://sb2.strongkey.com/sb2/register?
hash=7db88e3055d49b105fcal4f2f18a7059d52ef02a9¢c93cc13a85fd7
Olall43cla

SELECT THE CERTIFICATE

A pop-up window will display the available certificates. The name in the prompt
should match your name, as created by the Administrator of the SB2PROD site.
Select the presented certificate and click OK to proceed.

You will only see a certificate prompt if the SB2 Root CA and SB2
Subordinate CA certificates were imported correctly on your
computer. If you do NOT see a certificate prompt, please contact
support@strongkey.com for help.

th o Lo
3 " Selact a certificate for authentication
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- ENTER SECURITY KEY PIN

The next dialog box will prompt for the Swissbit iShield Key 2 Pro’s PIN. Enter and
click OK to continue. This PIN should have been provided to you by the
Administrator of the SB2 site.

For instructions on changing the PIN, refer to the Appendix of this guide.

Windows Security X

Smart Card

Please enter your PIN.

ssense @

Click here for more information

<= -
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- SB2 PLATFORM LANDING PAGE

Upon successful authentication with the digital certificate, the following one time
SB2 Landing Page will be displayed. This page has three (3) sections:
* On the left-hand side, some details of your digital certificate will be displayed
(Critical details have been redacted to protect privacy.).
* Legal disclosures for the SB2 platform are located in the middle section. You
must agree to the terms disclosed before continuing with this process.

* Use the right-hand panel to nickname your Security Key. This makes it easier
to identify each key if using more than one.

YSTRONGKEY SB2

Your Digital Certificate Disclosures. Wour Security Key

TERMS & CONDITIONS

Review and accept the terms and conditions in the Disclosures panel. The ‘I
agree” box must be checked before proceeding with Security Key registration.
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- GIVE SECURITY KEY NICKNAME

In the Security Key panel on the right, enter a descriptive nickname for the key in
the "Name" field. Then select Register to complete the process. Names are
typically short (up to 16-20 alpha-numeric characters), such as:

* John's YubiKey 5C Security Key for sb2.strongkey.com

* YubiKey for sb2.strongkey.com

SB2FPROD DCCUSENTATION

- SECURITY KEY SETUP

Click OK.

Windows Security X

Security key setup

Set up your security key to sign in to strongkey.com as
rrrwin10yk@strongkey.com.

This request comes from Msedge, published by Microsoft
Corporation.

(e T
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- CONTINUE SETUP

Click OK.

Windows Security X

Continue setup

This will let strongkey.com see the make and model of your
security key

strongkey.com wants to create a credential on your security key.
This lets you sign in without having to type your username.

Note: A record of your visit to this site will be kept on your
security key.

ECEE) |

ENTER SECURITY KEY PIN

To continue adding a credential to the Security Key, enter the PIN and click OK.

This step is called User Verification (UV) in the FIDO ecosystem. It
confirms that the SB2PROD platform is interacting with the
legitimate Security Key owner by verifying your PIN, which should
never be shared. Each time you use your FIDO credential to sign in,
you'll complete this UV step as a required security measure.

Windows Security X

Continue setup

Please enter your security key PIN.

Q [eeeed
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TOUCH THE SECURITY KEY

To continue adding the credential, touch the metal contact on the end of the
Security Key with your finger.

This step is called the “Test of User Presence” (TUP) in the FIDO
ecosystem. It ensures that no remote attacker can impersonate you,
because they would need both your Security Key and your physical
interaction at your computer. Each time you use your FIDO credential

to sign in to the SB2 platform, you'll complete this brief TUP check as
a security safeguard.

Windows Security X

Continue setup

Touch your security key.
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- REGISTRATION CONFIRMATION

Upon successfully adding the credential, a dialog box will confirm the registration
action. Click Continue to sign-in to the SB2 platform.

[Q’::S'I'RONGI(EY SB2

Your Digital Certificate

- SIGNING IN

After clicking Continue, a prompt will appear prompting you to sign in with the
new credential. Verify you are signing in with the Security Key when
authenticating to the SB2PROD. Enter your PIN and Click OK.

Windows Security X

Making sure it's you
Please sign in to strongkey.com.

This request comes from Msedge, published by Microsoft
Corporation.

Please enter your security key PIN.

Q ceccee
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- TEST OF USER PRESENCE (TUP)

To continue the login procedure, touch the metal contact on top of the Security
Key - this confirms a user is present and attempting to sign in from that computer
with a legitimate credential on the Security Key.

Windows Security X

Making sure it's you
Please sign in to strongkey.com.

This request comes from Msedge, published by Microsoft
Corporation.

a8

Touch your security key.
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- THE SB2PROD PLATFORM DASHBOARD

CONGRATULATIONS! Your access to the SB2PROD Platform has been successfully
established, and your Security Key with your new FIDO credential is registered.
Your account name is displayed on the right side of the screen. You may click the
gear icon to edit your profile.

All SB2 users have access to two primary applications and:

* StrongKey CryptoCabinet (SKCC): For securely storing and sharing encrypted
files containing sensitive data.

* StrongKey Content Distribution (SKCD): For storing and sharing digitally
sighed, unencrypted documents.

* Settings, Notifications and profile picture.

Clicking either image on the SB2 Dashboard opens the application in a new
browser tab. Detailed user guides for both SKCC and SKCD are available
separately.

{STRONGKEY @D ==m e o @
Dashboard

e Hin Vil Sl
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APPENDIX

CHANGING PERSONAL IDENTIFICATION NUMBERS (PIN)

This appendix guides you through changing your PINs on the Swissbit iShield Key
2 Pro Security Key.

- CHANGING A SWISSBIT iSHIELD KEY 2 PRO PIN

The Security Key is a very powerful cybersecurity device and represents the state-
of-the-art in multi-factor authentication (MFA) technology that does not use any
passwords. The MFA is supported by the:
* Possession factor - where the physical possession of the Security Key is
essential to the authentication process;
* Knowledge factor - where know the PIN to the Security Key is also essential
to the authentication process.

Since the Security Keys provided with the SB2 use two different NIST-approved,
passwordless authentication protocols, there are two containers for the
cryptographic keys used with the protocols. Each container is managed by a
separate PIN.

However, StrongKey recommends using the SAME PIN for both containers of the
Security Key to reduce the burden on users. As long as the Security Key is safely in
the possession of the legitimate user, and the legitimate user is NOT sharing the
PIN to the Security Key with anyone, the user will be complying with one of the
strictest security policies recommended for access control.

This document outlines the process for changing the two required PINs - one for
the PIV certificate and the other for the FIDO credential.
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- OPEN THE iSHIELD KEY MANAGER APPLICATION

To begin, access the iShield Key Manager application by selecting the Windows
start icon from the Windows taskbar.

SELECT iSHIELD KEY MANAGER

Search for the iShield Key Manager application. Click Run as administrator.

To change your iShield Key's FIDO2 PIN in Windows, you must run the
iShield Key Manager as an administrator. Windows requires these
elevated permissions to access specific security key settings. If you do

not run the app as an administrator, the Change PIN settings for the
FIDO2 container will remain inaccessible.
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- THE iSHIELD KEY MANAGER APPLICATION

Upon opening, the application displays the screen shown below and indicates No
iShield Key Found.

iShield Key Manager 1
Dashboard

No iShield Key found...

Please connect your iShield Key via USB or NFC

INSERT THE SWISSBIT iSHIELD KEY 2 PRO

Plug the Security Key into the USB-C port.
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- IDENTIFYING THE USB-C PORT

Locate the USB-C port—typically found along the edge of the computer, it features
a compact design with smooth, rounded corners that set it apart from traditional
USB-A ports. The image below shows both a USB-C port and its matching male

connector.

- NO USB-C PORT? NO PROBLEM.

With the provided USB-A to USB-C adapter, simply plug the USB-A end into the
computer and insert the Security Key into the USB-C port.

The provided USB adapter pictured below.
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CHANGING PERSONAL IDENTITY VERIFICATION (PIV) PIN

From the home screen, navigate to the lower right-hand side of the screen and
open the PIV's Details & Settings.

o f Mer
iShield Key Manager :
Dashbosrd E
¥ ishield Key 2 Pro MIFARE o= FIDO2 %]
802782540039
vz
BB Passcode @ -l @
HOTPs, 10195 and Passwordl erifica

X.509 Certificates
Please select a slot - —
- Installed: 1/ 25
a
Code  swswwa ® rd

V360 OpenFIFSZ0 ¥14.1
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CHANGE PIN OPTION

Select the Change PIN option.

Unless otherwise specified, each PIN on iShield2, must comply with
the following rules:

* PIN must be at least 6 characters long

* 4 identical characters are not permitted (e.g. 2222as), but PIN
with 3 identical characters is permitted (e.g. 222asd).

* Sequences of numbers are not permitted (e.g. 123456, abcdef).

¢ iShield Key Manager

PIV: Details & Settings

X.508 Certificates

- Installed: 1/ 25

OpenFIPS201 vidl
7350836041 421 108421087f3341030d64367b2d 14195 9cbeb. ﬁ c
ard Capability Centaine e
533301520000001 160402813 7caf34d3af7HBB2c30cB 101214201, onosooroonse 1
.
B
N ®

PIN / PUIK Reset

Reset

Secure Messaging
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- ENTER PIN INFORMATION

a) Enter the default PIN (112233).
b) Enter the new PIN. The PIN must contain 6 to 8 characters.
c) Re-enter the new PIN to confirm then click Change PIN.

Change PIV PIN

— Current PIN

LE L L NN @
— New PIN
csees ®

— Repeat new PIN

........ ®

Cancel I { ChangePIN )

SUCCESS!

If the PIN was changed succesfully, a confirmation message will appear near the
bottom of the application. StrongKey recommends using the same PIN for
setting or changing the FIDO PIN.
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CHANGING THE FIDO PIN

Changing the PIN for the FIDO2 container uses the same procedure as outlined in
steps AP9 - APT1. If the Details & Settings button is not accessible, close the iShield
Key Manager and reopen but select Run as administrator (see Step AP3).

"B ik ey Manage - v
iShield Key Manager :
Dashboard

¥ iShield Key 2 Pro MIFARE o= FIDO2 @

. Passkeys

? O
T787adB2 130847848806 T eddSaTaald
Serial Number i
602782540039 o
w2 Z Details & Settings » s
@ Passcode & PV 2]
25, TOTPs and Password Sersonal Ider rificati

s it ke X.509 Centificates

_ Installed: 1 /25

=

de emaaan @ 0
v Versian
V60 OpenFIPS201 vi.1
Detalls & Settings » [ Details & Settings > )i

CHANGE PIN

Click Change PIN.

iShield Key Manager
FIDOZ: Detalls & Settings

Passkeys

Browse = J

o, =
a¥

TTETa4821 3284 TH4Ba0B TeddBaTaald
140

11 | 1

U2F, FIDO 2.0, FIDO 2.1

FiK

Raget

3 =" -
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ENTER NEW PIN

a) Enter the default PIN (112233).
b) Enter the new PIN. The PIN must contain 6 to 8 characters.
c) Re-enter the new PIN to confirm then click Change PIN.

Unless otherwise specified, each PIN on iShield2, must comply with
the following rules:
* PIN must be at least 6 characters long

* 4 identical characters are not permitted (e.g. 2222as), but PIN
with 3 identical characters is permitted (e.g. 222asd).

* Sequences of numbers are not permitted (e.g. 123456, abcdef).

Change FIDO2 PIN

Current PIN
( ...... ® ‘
Force PIN Change
New PIN
( ........ ® ‘
Repeat new PIN
( ........ ® ‘

SUCCESS!

If the PIN was changed succesfully, a confirmation message will appear near the
bottom of the application. StrongKey recommends using the same PIN for
setting or changing the FIDO PIN.
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